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Foreword

Ever since the client-server computing architecture became mainstream, IT pros
around the world have been challenged and required to manage these servers
and clients. As more client computers were introduced in IT environments and
started playing a critical role in performing day-to-day tasks, the need to man-
age them became even more urgent. More importantly, these clients became an
integral part of any business’s productivity and started to perform more mission-
critical tasks.

Today, the clients are becoming more powerful, smarter, and increasingly
mobile. They have now become assets. As these assets grow in number, become
more portable, and store critical business data, the risk to organizations increases.
Now, more than ever before, there is a need for IT pros to manage, monitor, and
secure these assets.

Windows Active Directory and Group Policy were the starting points for IT pros
to secure some aspects of these assets. However, they weren't sufficient and didn't
give IT pros the ability to manage the lifecycle of these assets.

In 1994, Microsoft introduced Systems Management Server (SMS) 1.0. It was
the beginning of client management solution, but more in the non-Active Direc-
tory era. SMS 2003 truly ushered in an era of advanced client management that
leveraged Active Directory and all of its functionality. The adoption and popular-
ity of SMS has continued to grow since SMS 2003, and Microsoft has pushed the
limits of the solution and its ability over time.

Microsoft System Center Configuration Manager 2007 changed the game with
the vision of an integrated solution along with other System Center products.
Microsoft introduced many new features and firsts with Configuration Manager
2007 and took client management to a whole new level with System Center 2012
Configuration Manager. Now, Configuration Manager (both 2007 and 2012) is
now an integral part of the IT infrastructure of many companies, and expertise
with Configuration Manager has become one of the most sought after IT skills
around the globe.

Microsoft Press and the authors of this ebook have a passion for helping IT
pros working with Configuration Manager enhance their knowledge and make
the most of the solution. The authors of this ebook are Microsoft Consultants
from Microsoft Consulting Services (MCS) and Premier Field Engineers (PFE) from
Microsoft Global Business Support (GBS) organizations with real field experience.
The authors have come together to share their collective knowledge and experi-
ences from both consulting and support in the field.

vii



viii

The authors have identified and chosen topics that are used on a daily basis
by all Configuration Manager 2012 administrators around the world irrespective
of the size and complexity of the solution or the industry it is deployed in. The
authors have made an attempt to cover topics that are usually pain points for
most Configuration Manager administrators. The authors have broken these into
two ebooks: System Center: Configuration Manager Field Experience and System
Center: Troubleshooting Configuration Manager.

We hope you enjoy this ebook and the other one as much as the authors have
enjoyed writing them, and that these resources help make the most of your Sys-
tem Center 2012 Configuration Manager solution.

Manish Raval
Consultant, Microsoft Consulting Services (MCS)



Introduction

he purpose of this book is to provide System Center 2012 Configuration

Manager administrators with helpful and tested real-world guidance from
consultants and product experts at Microsoft. We want you to get the most out of
using Configuration Manager in your environment regardless of whether the task
at hand is querying the Configuration Manager database for system information,
creating and customizing reports, or deploying operating system images to client
machines.

The book is divided into the following three parts:

m  Part 1: WMI for System Center Configuration Manager 2012 administrators
is designed to familiarize you with basic WMI concepts and tools, show you
how to use WMI classes to create Configuration Manager queries, and help
you understand the underlying database design of Configuration Manager
so you can create custom reports for querying the information you need.

m Part 2: System Center 2012 Configuration Manager Reporting is designed
to familiarize you with SSRS and show you how to integrate SSRS with Con-
figuration Manager 2012 and to customize and create new reports using
SSRS.

m  Part 3: Configuration Manager Deployment Tips provides tips that cover a
wide variety of different scenarios to help you ensure the success of your
deployments.

The target audience for this book is administrators who have at least three
years experienced working with previous versions of Configuration Manager and
who have begun deploying and using Configuration Manager 2012 in their envi-
ronment.

About the companion content

The companion content for this book can be downloaded from the following
page:

http.//aka.ms/SCconfigFE/files

The companion content includes the following:

m The sample VBScript script in Chapter 1

m The T-SQL query in Chapter 4



Errata & book support

We've made every effort to ensure the accuracy of this content and its companion
content. Any errors that have been reported since this content was published are
listed on our Microsoft Press site at oreilly.com:

http://aka.ms/SCconfigFE/errata
If you find an error that is not already listed, you can report it to us through the
same page.

If you need additional support, email Microsoft Press Book Support at mspin-
put@microsoft.com.

Please note that product support for Microsoft software is not offered through
the addresses above.

We want to hear from you

At Microsoft Press, your satisfaction is our top priority, and your feedback our
most valuable asset. Please tell us what you think of this book at:

http://www.microsoft.com/learning/booksurvey

The survey is short, and we read every one of your comments and ideas.
Thanks in advance for your input!

Stay in touch

Let's keep the conversation going! We're on Twitter: http://twitter.com/Microsoft-
Press.



WMI for System

Center 2012
Configuration Manager
administrators

| n Configuration Manager, Windows Management Instrumentation
(WMI) plays a major role in storing site-specific and client-related
management information. The two chapters in Part | of this book are
designed to familiarize you with basic WMI concepts and tools, show
you how to use WMI classes to create Configuration Manager queries,
and help you understand the underlying database design of Configu-
ration Manager so you can create custom reports for querying the infor-
mation you need.
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Introduction to WMI in
Configuration Manager 2012

| n Microsoft System Center 2012 Configuration Manager, Windows Management Instru-
mentation (WMI) plays a major role in storing site-specific and client-related manage-
ment information . WMI is the Microsoft implementation of Web-Based Enterprise Man-
agement (WBEM) and Common Information Model (CIM) standards from the Distributed
Management Task Force (DMTF).

The purpose of WMl is to define a proprietary set of environment-independent
specifications that allow management information to be shared between management
applications. WMI prescribes enterprise management standards and related technologies
for Windows operating systems that work with existing management standards, such
as Desktop Management Interface (DMI) and Simple Network Management Protocol
(SNMP). WMI complements these other standards by providing a uniform model. This
model represents the managed environment through which management data from
any source can be accessed in a common way. WMl is also the key component of System
Center 2012 Configuration Manager. Management information related to site server and
client is stored within WMI.

This chapter describes WMI, how the WMI tools interact with WMI, and the
namespaces and classes specific to Configuration Manager 2012. This chapter builds a
strong foundation for understanding WMI.

Web-Based Enterprise Management (WBEM)

Web-Based Enterprise Management (WBEM) is the Industry joint effort to provide a uni-
fying mechanism for describing and sharing management information. Prior to WBEM,
administrators of systems running on multiple platforms did not have any easy way to
obtain management data from their different platforms. They had to use individual
application programming interfaces (APIs) or a separate console for each management
application. WBEM defines a common mechanism for sharing management information,
and provides a consistent view of managed environments without locking you into one
management framework, protocol, or platform.



WBEM was developed by the Desktop Management Task Force (DMTF). The two main
goals motivating the DMTF to create WMEB are:

m To standardize the publication of management data
m To provide a standard method for accessing management information

To standardize the publication of management data, the DMTF adopted a standardized
data model called the Common Information Model (CIM). CIM is an object-oriented schema
for describing a system’s management objects. It offers one extensible data description
mechanism for all enterprise systems, network devices, and other management tools such as
applications, peripherals, and databases. CIM supports data inheritance and associations and
is independent of any execution environment or programming language model.

Previously, administrators had to use customized API calls and software designed specifi-
cally for each environment that they wanted to access management data from. WBEM pro-
vides one method for accessing management data that originates from disparate sources.

Windows Management Instrumentation (WMI)

WM provides a uniform interface for any local or remote applications or scripts that obtain
management data from a computer system, a network, or an enterprise. The uniform inter-
face is designed such that WMI client applications and scripts do not have to call a wide vari-
ety of operating system APIs. Many APIs cannot be called by automation clients like scripts or
Visual Basic applications. Other APIs do not make calls to remote computers. Figure 1-1 shows
the WMI architecture.

Managed objects and WMI providers

A WMI provider is a COM object that monitors one or more managed objects for WMI. A
managed object is a logical or physical enterprise component, such as a hard disk drive, net-
work adapter, database system, operating system, process, or service.

Similar to a driver, a provider supplies WMI with data from a managed object and handles
messages from WMI to the managed object. WMI providers consist of a DLL file and a Man-
aged Object Format (MOF) file that defines the classes for which the provider returns data
and performs operations. Providers, like WMI C++ applications, use the COM API for WMI.

For example, the preinstalled Registry provider, which accesses data in the system registry,
has one WMI class, StdRegProv, with many methods but no properties. Other preinstalled pro-
viders, such as the Win32 provider, usually have classes with many properties but few methods,
such as Win32_Process or Win32_LogicalDisk. The Registry provider DLL file, Stdprov.dll, con-
tains the code that dynamically returns data when requested by client scripts or applications.

For X86 versions of Windows, WMI MOF and DLL files are located in %WINDIR%\
System32\Wbem. For x64 versions of Windows, these files are located in %WINDIR%\Sys-
WOW64\Wbem together with the WMI Command-Line Tools, such as Winmgmt.exe and
Mofcomp.exe. Provider classes, such as Win32_LogicalDisk, are defined in MOF files, and then
compiled into the WMI repository at system startup.

Introduction to WMI in Configuration Manager 2012
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FIGURE 1-1 WMI architecture.

WMI infrastructure

The WMI infrastructure is a Microsoft Windows operating system component. The WMI infra-
structure is implemented by the WMI service (winmgmt) and includes the WMI core and the
WMI repository.

The WMI repository is organized by WMI namespaces. The WMI service creates some
namespaces such as root\default, root\cimv2, and root\subscription at system startup and
preinstalls a default set of class definitions, including the Win32 classes, the WMI system
classes, and others. The remaining namespaces found on a system are created by providers
for other parts of the operating system or products.

The WM service acts as an intermediary between the providers, management applica-
tions, and the WMI repository. Only static data about objects is stored in the repository, such
as the classes defined by providers. WMI obtains most data dynamically from the provider
when a client requests it. You also can set up subscriptions to receive event notifications from
a provider.

Windows Management Instrumentation (WMI)




WMI consumers

A WMI consumer is a management application or script that interacts with the WMI infra-
structure. A management application can query, enumerate data, run provider methods, or
subscribe to events by calling either the COM API for WMI or the Scripting API for WMI. The
only data or actions available for a managed object, such as a disk drive or a service, are those
that a provider supplies.

Understanding WMI schema

Whereas the WMI object model defines how programs work with WMI, the WMI schemas
define the actual implementation of WMI objects. Consider an analogy of a driving manual
versus a map. A driving manual explains the techniques of driving a car; a map illustrates
where the destinations are and how to get to them. The object model is analogous to a driv-
ing manual, and schemas are like maps. Understanding WMI schemas allows you to under-
stand the relationships among the objects that WMI manages.

The DMTF defines a standard schema for WBEM called the CIM schema. This schema is
implemented as the Cimv2 namespace in WMI. The CIM schema, in the form of the core
and common models, provides a conceptual architecture for a managed environment. It is
a framework of organizing principles that can be used by schema designers to understand
and analyze the information requirements of management applications. The common model
is represented by a set of abstract and concrete classes that define the basic characteristics
of systems, networks, applications, and various groupings of statistical and other computer
management-related data.

Figure 1-2 shows the relationship between the namespace, class, properties, method, and
instance as explained above.

WMI Namespace
(For example,
Root\CIMV2)

l

WM Class
(For example,
Win32_Service)

Class Methods
(For example,
StartService,
ResumeService,
StopService)

Class Properties
(For example,
Name, Caption,
Status)

Instance

1
1
1
1
1
1
1
1
1
1
1
|
, (For example, ServiceName=winmgmt, Status=Started)

FIGURE 1-2 Namespace, classes, and instance relationship.

Introduction to WMI in Configuration Manager 2012



Namespaces

Namespaces contain classes and instances. Namespaces are not physical locations; they are
more like logical databases. Namespaces can be nested. That is, within a namespace, there
can be other namespaces that define subsets of objects.

CIM classes are organized into namespaces. Namespaces are the partitioning mechanism
employed by the CIM to control the scope and visibility of managed resource class defini-
tions. Each namespace in the CIM contains a logical group of related classes representing a
specific technology or area of management.

Namespaces are roughly equivalent to folders on a disk drive. Like folders, namespaces
provide a place to store related information; a folder named Scripts is likely to contain scripts
and a namespace named MicrosoftActiveDirectory is likely to contain WMI classes used to
manage Active Directory. Both folders and namespaces help you to uniquely identify an item.
You can have only one file on a computer named C:\Scripts\WMI_Script.vbs; likewise, you can
have only one WMI class named root\cimv2:Win32_Process.

One difference between folders and WMI namespaces is that folders are often deeply
nested; for example, it is common to have folders such as C:\\Program Files\Microsoft Office\
Office\Officel5. By contrast, namespaces rarely go more than three levels deep; the vast
majority of classes useful in system administration scripts reside in the root\cimv2 namespace,
a namespace nested only two levels deep.

Classes

The namespace contains the classes as explained above. All classes within a namespace must
have a unique class name, and classes in one namespace cannot be derived from classes in
another namespace. This is why you will find identical system, core, and common classes
defined in multiple namespaces.

Instances

An instance is a particular manifestation of a class. Instances are more commonly thought of
as data. Because instances are objects, the two terms are often used interchangeably. How-
ever, instances are usually thought of in the context of a particular class, whereas objects can
be of any class.

Using WMI tools to explore WMI namespaces and
classes

To access the WMI, Windows operating systems include the built-in tool called the Windows
Management Instrumentation Tester (Wbemtest.exe). By using the Wbemtest, you can navi-
gate the different WMI classes and see the different properties and methods. The following
procedure demonstrates the use of Wbemtest for browsing Configuration Manager classes.

Using WMI tools to explore WMI namespaces and classes



1. Press the Windows logo key + R and type Whemtest.exe to launch the Windows
Management Instrumentation Tester.

2. Click Connect and type root\SMS\Site_CM1 to specify the namespace.

Windows Management Instrumentation i =] 5|

e

= | oot SMS \Ste_CM1 - J
Cancel
" | Connection:
= Using: I\WbemLocatcr (Namespaces) j —
" Rﬂiumiﬂg-l\WbemSemces 'I Completion: IS‘,'nc:hanous i
r—Credentials
User: I ¢
Passward: I
€}
| Authority: I
rlocgle———— How to interpret empty password ——
I ’7(3' NULL " Blank

3. Click Connect again and, when connected, click Enum Classes to open the Superclass
Info dialog box and select Recursive:

Windows Management Instrumentation - |E||1|

Namespace: Connect...

_Comest. |
root\SMS\Ste_CM1 =
Edi Content.. |

IWhemServices

Enum Classes... I Enum Instances.. | Dpenﬂameepace..l

Create Class .. | Create \nstanee...l Query... | Create Reﬁ'&eherl

Open Class... | Open Instance... | Nuﬁﬁmﬁcn[}t_.lery...l

Superclass Info

S r

Dperations
" Immediate onty

¥ Recursive for infinite)

4. Click OK to return a large number of Configuration Manager classes as shown in the
following screenshot:

CHAPTER 1 Introduction to WMI in Configuration Manager 2012



Topdevel classes

| 577 objects | max. batch: 10 |Done

SMS_Alet Email Template 0 ;I
SMS_Alet Event (SMS_Basellass)

SM5_AllDistribution Point (SMS_BaseClass) —
SMS_AmPolicySummary (SMS_BaseClass)

SMS_AMTCerficate  (SMS_BazeClass)

SMS_AMTMachinelnfo (SMS_BaseClass)

SMS_AntimalwareAdvancedSettingsCorfig (SMS_CliertAgentConfig_BaseClass)
SMS_AntimalwareConfig (SMS_Client AgentConfig_BaseClass)

SMS_Antimalware Excluded SettingsConfig (SMS_CliertAgentConfig_BaseClass)
SMS_AntimalwareRealtime SettingsCorfig (SMS_CliertAgentConfig_BaseClass)
SMS_Antimalware ScanConfig (SM5_ClientAgentConfig_BaseClass)

SMS_Antimalware ScanScheduleCorfig (SMS_ClientAgentCorfig_BaseClass) +
4 I »

Add Delste

NOTE By using the Wbemtest you can navigate any WMI class and access its properties
and methods.

Configuration Manager 2012 specific WMI
namespaces, classes, properties, and methods

When Configuration Manager 2012 is installed on a site server, several namespaces and

a number of different WMI classes are added to the WMI of the site server. This section
explores some of the different WMI namespaces and WMI classes specific to Configuration
Manager 2012. Note that each site might have classes that other sites might not have de-
pending on the specific site settings, the inventory that is tracked, and so on.

To view the Configuration Manager 2012 specific namespaces, complete the following
steps on the Configuration Manager 2012 site server.

1. Open the Computer Management console and, under Services And Applications, right-
click WMI Control and then select Properties.

2. Click the Security tab to view all the different namespaces. For example, the
namespace root\CCM is specific to the Configuration Manager 2012 client, as shown in
the following screenshot:

Configuration Manager 2012 specific WMI namespaces, classes, properties, and methods



WHMI Control Properties 21xl

" General | Backup/Restore  Security |Mvanced I

Namespace navigation allows you to set namespace specific securty.

DataTransferService
Events
LocationServices
Messaging
MetworkCorfig
Policy

Scheduler
StateMsg

H¥miStare

e-| ) CCMVDI

e-| 1) CIMy2

g1 ) Cli

#-| J) DEFAULT

Fl-| 11 directons LI

Fa e Wra e el

OK | Cancel | pl |

And the namespace root\SMS\site_<siteCode> is specific to the Configuration Man-
ager 2012 site server, as shown in the following screenshot.

WHMI Control Properties |

"General Backup/Restore  Security |Mvanced|

) DEFAULT -]

MicrosoftllSv2
nap
NetworkModel

Policy
RSOP

Bl 0 WML LI
_ sewy |
ok | cance | i |

3. Launch Wbemtest on the site server and specify the namespace as root\SMS\
site_<siteCode>. and click Connect

CHAPTER 1 Introduction to WMI in Configuration Manager 2012



B Connect
Imat\SMS\S'rte_CM‘I ITI
INCH |
~Connection

Using: I IWhbemlLocator (Namespaces) j

RE‘h-""'li"lg'IIWhernSer\ric:es * | Completion: IS;.nc:hanous 'I

4. Click Enum Classes to open the Superclass Info dialog box, select Recursive, and click
OK. You will see several classes whose names begin with SMS_. All of these classes are
specific to the site server and are created during installation of Configuration Manager
2012.

Topdevel classes

77 objects | max. baich: 10 [Done

SMS_Alert Email Template 0 |
SMS_Alet Event (SMS_BaseClass)
SMS_AlDigtribution Point (SMS_BaseClass) —
SMS5_AmPolicy Summary (SMS_BaseClass)
SMS_AMTCerficate  (SMS_BaseClass)
SMS_AMTMachinelnfa (SMS_BaseClass)

SMS_AntimalwareAdvancedSettingsCorfig (SMS_CliertAgentConfig_BaseClass)
SMS_AntimalwareConfig (SMS_Client AgentCorfig_BaseClass)

SMS_Antimalware Excluded SettingsConfig (SM5_ClientAgentConfig_BaseClass)
SMS_Antimalware Realtime SettingsCorfig (SMS_CliertAgentConfig_BaseClass)
SMS_Antimahware ScanCanfig (SMS_Client AgentConfig_Basellass)

SMS5_Antimalware ScanScheduleConfig {SMS_G\emﬂgemCurﬁig_BaseGasi}ILI
4 I L3

Add Delete

Using WMI classes to create Configuration Manager
queries and dynamic collections

In Configuration Manager 2012, use queries to list the resources based on specific crite-

ria. The Configuration Manager Queries node and collections use a WMI Query Language
(WQL) query to request the Configuration Manager Object data from the SMS provider WMI
schema, which in turn retrieves the data from the site database. To retrieve the data from
WMI repository, you need to be able to create queries using WQL.

NOTE WQL is also sometimes referred to as SQL for WMI.

In the previous section you saw that several WMI classes are created during installation of
the Configuration Manager 2012 site server. In this section, you start with the built-in Config-
uration Manager queries to view the respective WMI classes and properties used to retrieve
the required information. Then you create new queries and collections using WQL.

1. In the Configuration Manager console, select the Monitoring workspace, and then
select Queries.

Using WMI classes to create Configuration Manager queries and dynamic collections
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2. Right-click the All Systems query, select Properties, Edit Query Statement, and then
under the General tab click Show Query Language.

B 5y Poperts x
General | Securty | [General ! Crteria | Joins |
Name: Al Systems L. Specy the attrbutesto ssarch for and how they wil be displayed
L whenthe query is nn
Commerts (A Systems
Find obiscts of typs: System Resourcs
I Omit duplicate rows (select distinct)
mport Query Stetemert (o
Results el =l =] s
Object Type: [System Resource Class [ Asrioute [Sot =
System Resaurce Name <Unsort
[ Edt Query Statement System Resource Configuration Manager Assi...  <Unsort
System Resource P Addresses <nsort
Collsction Lt
mfhs System Resource P Subnets lnsort
% Mot collection limited System Resource Operating System Name an...  <Unsort
 Limitto colecion System Rasouros Resouros Domain Or Work  <Unsort
System Rssourcs st Logon User Domain <Unsort
[ Browse System Resource Last Logon User Name <Unsort.
System Rssourcs Corfiguration Managsr Unia <Unsort
 Prompt for collecti
romp for colection System Resource Resource 1D <Unsort
Cuotam Racm wra Racniimra Tama oo -
<r | \
Show Query Language | oK | canca |

3. In the All Systems Query Statement Properties dialog box, you can see that the SMS_R_
System Class is queried to retrieve the Configuration Manager object.
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All Systems Query Statement Properties

Ix

Guery Language |

i, You can directly edit the query statement in WQL

Query Statement:

select Name, SMSAssignedSites, IPAddresses, |PSubnets, d
(Operating SystemNameandVersion, ResourceDomainC RWorkgroup,
LastLogonUserDomain, LastLogonUserMName, SMSUnigueldentifier,
Resourceld, Resource Type, NetbiosMame, Cliert Type from

sms_r_system

]
Show Guery Design | oK I Cancel |

4. Next use Wbemtest to see the different properties of this class used in the query.
Launch Wbemtest, connect to the root\SMS\site_<siteCode> namespace, click Enum
Classes, select Recursive, click OK, and navigate to the SMS_R_System class. Double-
click SMS_R_System to open its properties as shown in the following screenshot.

Object editor for SMS_R_System
DisplayMame CIM_STRING System Resource ﬂ
dynamic CIM_BOOLEAN TRUE Save Object |
provider CIM_STRING BExtnProv =
r\:]d FIM_RONLFAN  TRIIF _'I_I how MOF |
Add Qualfier | Edit Qualfier | Delete Qualfier | Superclass |
Properties ™ Hide System Properies [ Local Only Derived
SMSAssignedStes  CIM_STRING | CIM_FLAG_ARRAY Iy
SMSinstalledStes  CIM_STRING | CIM_FLAG_ARRAY : Instances |
SMSResidentSites CIM_STRING | CIM_FLAG_ARRAY <
SMSUnigueldentfier ~ CIM_STRING <null> .
SMSUUIDChangeDate CIM_DATETIME <nul> | BEE
SNMPCommunityMame CIM_STRING <null> -
Suprrace & taProssicinm 1M THNT2T Al
4 l I Ll_l Update type ——
Add Property I Edit Property I Delete Property I " Create only
~
Methods ey
& Fither
& Compatible
" Safe
T ol " Force
AddMethod |  EdiMethod |  Delete Method |

Note that Windows Query Language (WQL) statements and SQL statements often
appear similar but are actually quite different in how they are used by Configuration
Manager. For example, WQL returns data by querying WMI classes while SQL returns
data by querying the database. And while WQL is used in Configuration Manager
queries and collections, SQL is used for custom reporting. So when you need to deal
with WQL, you can use the Wbemtest tool, and when you need to work with SQL
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statements you can use SQL Management Studio. So as you can see, WQL and SQL are
two different mechanisms, one for querying data from the SMS provider and the other
from the SQL database. To continue with this example, now use the SMSprov.log to see

how WQL interacts with the SMS provider, which converts WQL Statements into their
equivalent SQL statement.

5. Select the Monitoring workspace, then select Queries, then create a new query as
shown in the following screenshot:

&Create Query Wizard il

gg General

General Que[y Settmgs
Summary

Progress

Completion Name: |Client with IP address

Comments ;I
=

Import Query Statement ... |

Object Type: |System Resource j

Edit Query Statement... |

Collection Limiting

@ Not collection limited
 Limit to collection:

" Prompt for collection

l@l < Previous | Mext = I Summary | Cancel |

6. On the General page, click Edit Query Statement, click Show Query Language, and
then type the WQL query as shown in the following screenshot.

Client with IP address Query Statement Properties x|

Query Language |

i, You can dirsctly edt the query statement in WGL

Query Statemert:

7. Select the Assets And Compliance workspace, select Device Collections, then create a
device collection as shown below:
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ECreate Device Collection Wizard x|

g\g General

Specily details for this collection

Membership Rules
summary
Progress e Client With IP Address
Completion
Commertt: ﬂ

=

Select a collection to use as a limiting collection. The limting collection establishes the resources
that you can add to this collection by using membership nules.

Limiting collection: INl Systems Browse...

8. On the Membership Rules page, click Add Rule, and select Query Rule.

{¥ Create Device Collection Wizard x|
gg Membership Rules
Eorzel Define membership rules for this collection
Summary
FProgress Membership rules determine the resources that are included in the collection when it updates. You
Completi can use membership rules to add a specific object or a set of objects from a query. The collection
TSN membership can also include or exclude other collections. Membership rules can add only those

objects that are members of the limiting collection.

Membership nules:
Name I Type I
There are no items to show in this view.
Add Rule 'I Edit... Delete

™ Use incremental updates for this Direct Rule

An incremental update periodicall Query Rule n adds resources that qualify

to this collection. This option doe| Include Collections lipdate for this collection.

Exclude Collections

Oceurs every 7 days effective 8/15/2013 2:09 AM Schedule... |

’—V Schedule a full update on this collection

9. In the Query Rule Properties dialog box, click Import Query Statement. Then in the
Browse Query dialog box under Queries, select the query created previously in step 7.
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¥ Create Device Collection Wizard : x|

gg Membership Rules

General x|
General |
Summary A
},‘ Name: IClient with |P Address
Progress when it updates. You
. uery. The collection
Completion | Import Guery Statement... I :a:Yadd arly those
Resource class: ISystem Resource j
Edit Guery Statement... |
Query Statement: [Salact *fmm SMS R Sust
Browse Query XXl
Folders: Queries:
—1 Root Fitter

4% Ml Cliert Systems

27 Al Mobile Devices Liete |

. Al Non-Cliertt Systems

Al Systems
All Systems with Hardware Inventary Collected 1 qualify
All Unknown Computers o

t by IP ad

22 ConfigMar clients not upgraded to Configuration Manager 2012

10. Click Next on all subsequent wizard pages, and then right-click the collection to up-
date the collection membership.

11. Open the SMSProv.log and look for the WQL statement pertaining to the query you
created. The log file entry selected in the following screenshot shows the WQL state-
ment from the example in this procedure.

E! Configuration Manager Trace Log Tool - [C:\Program Files\Microsoft Configuration Ma - | Dlll
ﬂ File Tools Window Help == x|
=& =l

Log Text | Component | Date/Time | Thread |
ExecQueryAsync: START select * from SMS_R_System where SMS_R_Syste... SMS Provider 7/13/2013 8:41:25 AM 3312 (0xCFO) d
Adding Handle 26796264 to async cal map SMS Provider 7/13/2013 8:41:25 AM 3312 (0xCFO)
CExtProviderClassObject::DoCreateInstanceEnumasync (SMS_Query) 5MS Provider 7/13/2013 8:41:25 AM 3312 (0xCFD)
CSspQueryForObject :: Execute... SMS Provider F/13/2013 8:41:25 AM 3312 (0xCFO)
CExtlserContex aveThread : Releasing IWhemContextP SMS Provider F/13/2013

125 AM 3524 (DxDC4)

Execute 5QL =select distinct SMS_R_System.ItemKey,SMS_R_System.Activ... SMS Provider 3312 (0xCFD) 4
Results returned : 1of 2 SMS Praovider 7/13/2013 8:41:26 AM 3312 (0xCFO)
Removing Handle 25736264 from async call map SMS Pravider 7/13/2013 8:41:26 AM 3312 (0xCFO)
ExecQueryAsync: COMPLETE select * from SMS_R_System where SMS_R_S... SMS Provider 7/13/2013 8:41:26 AM 3312 (0xCFO)
CExtlJserContext::LeaveThread : Releasing IWbemContextPtr=56998580 5MS Provider F/13/2013 8:41:26 AM 3312 (0xCFD)

SMS Provider 7/13/2013 8:41:40 AM 3312 (0xCF0)
CExtlserContext: :EnterThread @ User =CORP\kaushalp Sid=0x01050000000... SMS Provider F/13/2013 8:41:40 AM 3312 (0xCFO)
Context: SM5AppMName =Configuration Manager Administrator console SMS Provider 7/13/2013 8:41:40 AM 3312 (0xCFO) j
Date/Time: 7/13/2013 8:41:25 AM Component:  SMS Provider
Thread: 3312 (0xCFO) Source:
Execute WQL =select * from SMS_R_System where SM5_R_System.IPAddresses = "192.168.16.17 j

LT

Elapsed time is 5h 15m 46s 606ms (18946.606 seconds)
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12. The line just below the WQL statement shows the equivalent SQL statement.

F’ Configuration Manager Trace Log Tool - [C:\Program Files\Microsoft Configuration

§—|Fi|e Tools Window Help

=10l
=181x|

(& =51

Log Text

‘ Component

S0

dis 1.1t ./

Results returned : 1of 2

Date/Time: 7/13/2013 8:41:25 AM

Component:
Source:

5MS Provider

SMS Provider
SMS ler

5MS Provider

| Date/Time | Thread |
ExecQueryAsync: START select * from SMS_R_System where SM5_R_Syste... SMS Provider 7/132013 8:41:25 AM 3312 (OxCFO) ;I
Adding Handle 26796264 to async call map SMS Provider 7/13/2013 &:41:25 AM 3312 (0xCFO)
CExtProviderClassObject: :DoCreateInstanceEnumasync (SMS_Query) SMS Provider 7/13/2013 8:41:25 AM 3312 (0xCFO)
CSspQueryForObject :: Execute. .. SMS Provider 7f13/2013 8:41:25 AM 3312 (0xCFO)
CExtlUserContext::LeaveThread : Releasing IwbemContextPtr =55998656 SMS Provider 7/13/2013 8:41:25 AM 3524 (0xDC4)
Execute WQL =select * from SMS_R_System where SM5_R_System.IPAddr.

7/13/2013 8:41:25 AM
7/ 0 5 AM

7/13/2013 8:41:26 AM 3312 (0xCFO)

Removing Handle 26796254 from async call map SMS Provider 7/132013 8:41:26 AM 3312 (OxCFO)

ExecQueryAsync: COMPLETE select * from SMS_R_System where SM5_R_5... SMS Provider 7/13/2013 &:41:26 AM 3312 (0xCFO)

CExtliserContext::LeaveThread : Releasing IWwbemContextPtr =56998580 SMS Provider 7/13/2013 8:41:26 AM 3312 (0xCFO)

SMS Provider 7/13/2013 8:41:40 AM 3312 (0xCFO)

CExtUserContext::EnterThread : User =CORPkaushalp Sid=0x01050000000... SMS Provider 7/132013 8:41:40 AM 3312 (DxCFO)
Context: SM5AppMName =Configuration Manager Administrator consale SMS Provider 7/13/2013 8:41:40 AM

3312 (OxCFO)

3312 (0xCFO) LI

Thread: 3312 (OxCFO)

Execute SQL =select distinct

SMS_R_System.Itemkey,5MS_R_System.Activel,SMS_R_System.AD_Site_Mame0,5M5_R_System. AlwaysInternetd SMS_R._System. AMTFullVersiond,5
MS_R_System. AMTStatus0,5MS_R_System. ClientD,SMS_R_System.AgentEdition0,SMS_R_System. Client_Type0,5MS_R_System. Client_Version0,SMS_
R_System.CPUTypel,5MS_R_System.Creation_Date0,5MS_R_System.Decommissionedd,SMS_R._System. Distinguished_Mame0,5MS_R_System.EAS_D
evicelD,SMS_R_System.Hardware_ID0,5MS_R_System.InternetEnabledd, SM5_R_System.Is_AOAC_Capabled, SMS_R_System.Is_MachineChanges_Pe
rsistedd,5M5_R._System.IsClientAMT30Compatibled, 5MS_R._System.Is_Assigned_To_User0,5MS_R._System.Is_Portable_Operating_System0,5M5_R_S
ystem.Is_Virtual_Machine0,SM5_R._System.Is_Write_Filter_Capabled,SM5_R._System.Last_Logon_TimestampQ,5MS_R_System.User_Domaind,5MS_R_
System.User_Namel,SMS_R_System.MName0,5M5_R_System Nethios_Name0,5MS_R_System.Object_GUIDO,SMS_R_System.Obsoleted,SMS_R_Syste
m.Operating_System_Name_and0,5M5_R_System.Previous_SMS_UUIDO,5MS_R_System.Primary_Group_ID0,5MS_R_System.PublisherDeviceID,SMS_

-

Elapsed time is 5h 15m 465 506ms (18946.606 seconds)

S IEL

NOTE Unlike SQL tables, SQL views always begin with V_XXX. The SMSProv.log references
SQL tables instead of SQL views. Best practice is to always use SQL views when querying the
SQL database. For more information on SQL views versus tables, see Chapter 2 of this book.

Interaction between the site server and the
Configuration Manager client

Let's now examine how interaction between the site server and Configuration Manager client

works. Configuration Manager employs a client-server architecture whereby the site server
sends the client policies and configurations. The client in turn stores these policies and con-
figurations in the local WMI repository on the client machine.

Configuration Manager client-specific WMI namespaces can be accessed by Wbemtest
as explained earlier in this document. The following section focuses on the client hardware
inventory actions and examines how the client’s different WMI classes are queried to gather
the inventory data and send it to the Configuration Manager site server.

Using Resource Explorer on the site server, you can watch as the hardware inventory cli-
ent agent captures some of the resource information on the Configuration Manager client

Interaction between the site server and the Configuration Manager client
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and sends it to the site server. Figure 1-3 shows the Resource Explorer view of the one of the
Configuration Manager clients.

E-4¥ RDC
-y Hardware

= CDROM Dive

Computer System

Configuration Manager Client 5

Configuration Manager Cliert St

Desktop Moritor

= Disk Drives

- Disk Parttions

=10l x|

Size (ME) [ System Name | Volume Se
33,898 RDC 5B97B46F

C. No Local Fixed Disk Local Disk
=HA A 31/2Inch Foppy Drive  Removable Disk
=0: Dt CD-ROM Disc Compact Disc

FIGURE 1-3 Configuration Manager Resource Explorer.

As you can see, the Device ID for the Configuration Manager client is C: and the Volume
Serial Number is 5897846F. This information about the Logical Disk resides on the Win32_
LogicalDisk WMI class. During the inventory cycle, the Hardware inventory agent queries the
WMI class to gather this information and sends it to the site server.

Figure 1-4 shows the Configuration Manager client Win32_LogicalDisk WMI class. This
is the same client shown in Figure 1-3. As you can see, the information that resides on the

Win32_LogicalDisk is the same as collected and shown in Figure 1-3. You can also examine the
inventoryagent.log to see which activities are performed when the hardware inventory cycle
occurs.

Instances of Win32_LogicalDisk Close

3objects | max. batch: 3 Done

Logical Disk. DevicelD

dynamic CIM_BOOLEAN TRUE
Locale CIM_SINT32 1033 {[bc-i»ﬂﬁ] Save Object |
provider CIM_STRING CIMWin32
IJIIIIH If"IM STRING IRRNFTART-RFRA- 11n7_1_| Show MOF |
Add Qualfier | Edit Qualfier | Delete Qualifier | Class
Properties I Hide System Properties I Local Only T |
SupportsFile BasedCompression CIM_BOOLEAN TRUE -

SystemCreationClassName CIM_STRING Win32_Cor
= |SystemName CIM_STRING  RDC 4“‘““3“

Volume Dirty CIM_BOOLEAN  FALSE Refresh Object
|

Add Propetty | Edt Property | Delete Property | O

. " Update only

FIGURE 1-4 Win32_LogicalDisk Class
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Namespace:

root’\cimvz2 Exit |
[WhemServices
’7 Enum Classes... | Enum Instances... | Open Namespace.. Edit Contexd.... | ‘

| 1065objects | max.baich: 10 Done

Topdevel classes
[~

Win32_LoadOrderGroup {CIM_LogicalElement)
Win32_LoadOrderGroup Service Dependencies {CIM_Dependency)
Win32_LoadOrderGroup Service Members (CIM_Component)
Win32_LocalTime (Win32_Cumenrt Time)

Lo,

{CIM_LogicalDisk)
Win32_Lo sk {CIM_Component) —
Win32_Logical Disk ToParttion (CIM_LogicalDiskBasedOnPartition)
Win32_LogicalFileAccess {Win32_Security SettingAccess)
Win32_LogicalFile Auditing {Win32_Security Setting Auditing)
Win32_Logical FileGroup (Win32_Security SettingGroup)
Win32_Logical FileOwner {Win32_Security SettingCwner) _lj
1| I *

Add | Delete |

FIGURE 1-4 Win32_LogicalDisk Class (continued)

Reading from the SMS Provider, WMI Scripting, and
the Configuration Manager SDK

The SMS Provider is a WMI provider that provides both read and write access to the Configu-
ration Manager site database. The SMS Provider is used by the Configuration Manager con-

sole, Resource Explorer, tools, and custom scripts used by Configuration Manager administra-
tors to access site information stored in the site database. The SMS Provider also helps ensure

that Configuration Manager object security is enforced by returning only site information that
the user account running the console is authorized to view.

The SMS Provider can be installed on the site database server computer, site server com-

puter, or another server-class computer during Configuration Manager setup. After setup has

completed, the current installed location of the SMS Provider is displayed on the site proper-
ties General tab.

A WMI schema exists to describe the structure of the SMS Provider. Schema namespaces
describe the location of Configuration Manager Data within the SMS Provider schema. Table
1-1 contains the common namespaces used by the SMS Provider.

Reading from the SMS Provider, WMI Scripting, and the Configuration Manager SDK
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TABLE 1-1 Common namespaces used by the SMS Provider

Namespace

Root\SMS\site_<site code>

Root\SMS\SMS_ProviderLocation

Root\CIMv2

Root\CCM
root\CIMv2\SMS

Description

The SMS Provider, which is extensively used by the Configuration
Manager console, Resource Explorer, Configuration Manager tools,
and scripts.

Provides the location of the SMS provider server for a site.

Location inventoried for WMI namespace information during hard-
ware and software inventory.

Configuration Manager client configuration policies and client data.

Location of inventory reporting classes that are collected by the in-
ventory client agent. These settings are compiled by clients during
computer policy evaluation and are based on the contents of the
SMS_def.mof file.

To connect to an SMS provider using VBScript, we need to perform below steps

1. Get a WbemScripting.SWbemLocator object. To set the object reference in visual basic
script you can use the following command:

Set swbemLocator = CreateObject ("WbemScripting.SWbemLocator™)

2. Set the authentication level to packet privacy.

swbemLocator.Security_.AuthenticationLevel = 6 'Packet Privacy

3. Set up a connection to the SMS Provider by using the SWbemLocator object Connect-
Server method. Supply credentials only if it is a remote computer.

Set net = CreateObject ("WScript.NetWork™)

If UCase (net.ComputerName) = UCase (server) Then

LocalConnection = true

userName =

userPassword =

server =
End If

' Connect to the server.

Set swbemServices= swbemlLocator.ConnectServer (server, root\

sms" ,userName,userPassword)

If Err.Number<>0 Then

Wscript.Echo "Couldn't connect:

Connect = null
Exit Function
End If

+ Err. Description

4. Using the SMS_ProviderLocation object ProviderForLocalsite property, connect to the
SMS Provider for the local computer and receive a SWbemServices object.

' Determine where the provider 1is and connect.
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Set providerLoc = swbemServices.InstancesOf("SMS_ProviderLocation")

For Each location In providerLoc
If location.ProviderForLocalsite = True Then
Set swbemServices = swbemLocator.ConnectServer _
(location.Machine, "root\sms\site_" + _
location. SiteCode,userName,userPassword)

If Err.Number<>0 Then

Wscript.Echo "Couldn't connect:" + Err.Description

Connect = Null
Exit Function
End If
Set Connect = swbemServices
Exit Function
End If
Next

Set Connect = null Failed to connect.

5. Use the SWbemServices object to access provider objects.

On Error Resume Next

Dim net

Dim TocalConnection
Dim swbemLocator
Dim swbemServices
Dim providerLoc

Dim Tocation

Set swbemLocator = CreateObject ("WbemScripting.SWbemLocator™)
swbemLocator.Security_.AuthenticationLevel = 6 'Packet Privacy.
' If the server is Tocal, don't supply credentials.
Set net = CreateObject ("WScript.NetWork™)
If UCase (net.ComputerName) = UCase (server) Then
LocalConnection = true

"o

userName =

userPassword =
"o

server =
End If

' Connect to the server.
Set swbemServices= swbemLocator.ConnectServer (server, root\
sms" ,userName,userPassword)
If Err.Number<>0 Then
Wscript.Echo "Couldn't connect:

"

+ Err. Description

Connect = null

Reading from the SMS Provider, WMI Scripting, and the Configuration Manager SDK
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Exit Function
End If

'Determine where the provider is and connect.
Set providerLoc = swbemServices.InstancesOf("SMS_ProviderLocation")

For Each Tocation In providerlLoc
If location.ProviderForLocalsite = True Then
Set swbemServices = swbemLocator.ConnectServer _
(location.Machine, "root\sms\site_" + _
Tocation. SiteCode,userName,userPassword)
If Err.Number<>0 Then
Wscript.Echo "Couldn't connect:" + Err.Description
Connect = Null
Exit Function
End If
Set Connect = swbemServices
Exit Function
End If
Next

Set Connect = null Failed to connect.

The Configuration Manager SDK, which can be downloaded from http.//msdn.microsoft.
com/en-us/library/hh948960.aspx, contains documentation and samples that are necessary to
write applications to access and modify Configuration Manager data. It provides information
about extending the Configuration Manager console, and also provides comprehensive refer-
ence material for each Configuration Manager feature.

The Configuration Manager SDK provides information applicable to administrators who
want to automate Configuration Manager through script and useful to developers adding
features and extensions to base Configuration Manager functionality.
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Configuration Manager
custom reporting

icrosoft System Center 2012 Configuration Manager includes a number of different

built-in reports that can be used to retrieve information from the Configuration
Manager database. These reports can provide great visibility into your overall environ-
ment. Configuration Manager uses Microsoft SQL Server as its backend database engine.
During hardware and software scans, Configuration Manager scans the local machine
and sends the information collected to the backend database to be stored there. Since
the data collected resides in an SQL database, Transact-SQL (T-SQL) queries can be used
to query the database and retrieve information about the data stored in it.

Configuration Manager creates several database tables and views during the site
server installation. These views and tables are queried by built-in queries to generate
the reports. If the default reports are not sufficient for your needs, however, you can
generate custom reports by creating custom T-SQL queries. This chapter discusses design
issues concerning the SQL database and underlying tables and views used for querying
the database and generating custom reports.

Configuration Manager SQL database design

During the installation of the Configuration Manager 2012, the Configuration Manager
database is created. By default the name of the Configuration Manager database is
CM_<SiteCode>. The Configuration Manager database is spread across multiple tables.

To examine the database using SQL Management Studio, go to All Programs, Micro-
soft SQL Server, SQL Server Management Studio, and select CM_<SiteCode>to open SQL
Management Studio. If you expand the CM_<SiteCode> database, you will see all the da-

tabase objects pertaining to the Configuration Manager database as shown in Figure 2-1.
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Object Explorer * 01X

Connect~ 3 %) m 7 [Z] \§
Bl |y CM12 (5QL Server 11.0.3000 - CORP'
Fl [J Databases
[ System Databases
[ Database Snapshots
B | eM_cM1
[l Database Diagrams
[l Tables
3 Views
3 Synonyms
[ Programmability
[ Service Broker
[ Storage
[ Security
3 Security
[ Server Objects
[ Replication
3 AlwaysOn High Availability
3 Management
[ Integration Services Catalogs
Ifb SQL Server Agent {Agent XPs disabled)

FIGURE 2-1 The Configuration Manager database in SQL Management Studio.

Configuration Manager database tables and views

Configuration Manager creates several tables and views during the installation of the site
server. Having a solid understanding of these tables and views is critical for creating custom
reports in Configuration Manager. This section provides some tips for identifying the relevant
table or view to be used for custom SQL queries.

Open SQL Management Studio, select New Query, and then select Configuration Data-
base. Next run the following query to list all configuration database tables:

Select * From Information_Schema.Tables order by Table_Name

The query result is shown in Figure 2-2.
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5QLQuery1l.sgl - CM1._CORP\kaushalp (68))*
—|Select * From INFORMATION SCHEMA.TABLES =5
Order by TABLE_NAME a
00% - 4 _'I_I
3 Resutts | 3 Messages |
TABLE_CATALOG | TABLE_SCHEMA | TABLE_NAME | TABLE_TYPE ~|
12| cm_Ccm dbo BGB_ResStatus BASE TABLE —
113 | CM_Cm1 dbo BGE_ResStatusHistory BASE TABLE
(114 CM_CM dbo BGB_ResStatusPending BASE TABLE
115 ] cM_cmi dbo BGB_ResTask BASE TABLE
116 | CM_Cm1 dbo BGE_ResTaskHistory BASE TABLE
117 | cm_cm dbo BGB_ResTaskPush BASE TABLE
E cM_Cm1 dbo BGB_ResTaskPushHistory BASE TABLE
(118 | CM_CM1 dbo BGB_ResTaskPushPending BASE TABLE
120 | cM_CM dbo BGB_Server BASE TABLE
121 | Cm_Cm1 dbo BGE_ServerHistory BASE TABLE
(122 | CM_CM1 dbo BGB_Task BASE TABLE
123 | cm_Ccm dbo BGB_TaskTemplate BASE TABLE LI
@ Query executed successfully. CM12(11.0 5P1) | CORPY%aushalp (68) | CM_CM1  00:00:00 | 2562 rows

FIGURE 2-2 Configuration Manager tables and views.

You can search any tables or columns in the Configuration Manager database. For exam-
ple, you might want information about MAC addresses. Start by finding the table or view that
contains this information. To do this, run the following query to get all tables and views that
contain a column name like %MacAddress%:

Select * from INFORMATION_SCHEMA.COLUMNS
Where COLUMN_NAME Tike '%MacAddress%'

The result is shown in Figure 2-3.

Configuration Manager database tables and views
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SQLQueryl.sgl - CM1. .CORPk

=|select * from INFORMATION_SCHEMA.COLUMNS =

Where COLUMN_MAME like '%‘-'ac.&ddress%'\ a
100% ~ 4 _'I_I
1 Resutts | e Messagesl
TABLE CATALOG | TABLE SCHEMA [ TABLE_NAME | COLUMN_NAME =«

1_ M_CM1 | dbo v_GS_NETWORK_ADAPTER_CONFIGURATION MAC Address0
B T dbe v_HS_NETWORK_ADAPTER_CONFIGURATION  MACAddress0
(3 | cmcmt SCCM_Ext vex_GS_NETWORK_ADAPTER_CONFIGURATION = MACAddress(
4_ CM_CM1 dbo UAT_Machine MacAddress
(5 | cmcmi dbo Network_DATA MACAddress00
6 | cm.cmi dba Network_HIST MACAddress00
7_ CM_CM1 dbo PendingRegistrationData MACAddress
8 | cmcem dbo v_Metwork_DATA_Serialized MACAddress0
3_ CM_CM1 dbo vSMS_PendingRegistrationData MAC Address
10 | cM_CcMmi dbo v_GS_MNETWORK_ADAPTER MACAddress0
11 | cm_cm1 dbo v_HS_NETWORK_ADAFTER MACAddress0
12 | cm_cwml SCCM_Bxt vex_GS_NETWORK_ADAPTER MACAddress0
(13 | cM_Cm dbo vMacAddresses MacAddresses
Jd CM CM1 dbo v StateMigration RestcreMﬂCﬂddTiﬂ
KN ——

FIGURE 2-3 Searching the database for MAC addresses.

The difference between SQL tables and views

Both views and tables are database object types. In simple terms, views are stored or named
select queries. Tables are made up of columns and rows. A column is a set of data, which
belongs to a same data type. A row is a sequence of values, which can be from different data
types. Each column is identified by a column name, and each row is uniquely identified by the
table primary key.

Views

The body of each view is a SELECT statement. Views are called the “virtual tables” of the
database. Though the views are stored in the database, they are not run until they are called
using another SELECT statement. When they are called using SELECT statements, their stored
SELECT queries are executed and show the results. Since views have only SELECT queries as
their bodies, they do not need a large space. Views provide several benefits.

m Once the view is created, it can be called again and again using its name, without re-
writing the SELECT query.

m Since views are pre-compiled objects, they execute faster than executing their SELECT
queries (the Body of the views) separately.

m Views can be used to restrict the table data access. Therefore, they can play an impor-
tant role in data security, as well.
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Tables

A table is a collection of rows that store data. Each row in a table can include data from a
different data type, and each row must be identified by a unique identifier (primary key). You
use INSERT, UPDATE, and DELETE queries to insert a new row, update an existing row value,
and delete a row from the table. SELECT queries are used to retrieve data from tables. If
necessary, you can use ALTER TABLE queries to change the table structure after it is created.
Tables need more space than views to store data content. There are several types of tables in
databases.

= Internal tables
m External tables
m Temporary tables

Because views offer many advantages over tables as detailed earlier, it is best to query
views instead of tables when you query the Configuration Manager database. In short, when
you are querying the Configuration Manager database, always query the configuration views
instead of the table.

Common Configuration Manager views

The Configuration Manager database contains several views. It's worthwhile to know some of
the common views that contain useful information.

One of the most useful views the V_R_System view shown in Figure 2-4. This view is de-

rived from the discovery data table. It contains information about the Configuration Manager
clients.

| TABLE_NAME | COLUMN_NAWE | ORDINAL_POSITION |
v_R_System ResourcelD 1

v_R_System Resource Type
v_R_System Activel
v_R_System AD_Site_Mamel
v_R_System AwaysIntemetD
v_R_System AMTFullVersion0
v_R_System AMT Status0
v_R_System Cliert0
v_R_System AgentEditionD
v_R_System Client_Typel

W e~ o s R

=

FIGURE 2-4 Configuration Manager view V_R_System

Another frequently used view is V_GS_Workstation_Status, which you can use to pull the
last hardware scan time.

V_GS_ADD_REMOVE_PROGRAMS is another useful view that contains add and remove
data collected from Configuration Manager clients.

Common Configuration Manager views
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For network adapters, it is common to query the V_GS_NETWORK_ADAPTER view to see
the different columns. If the network adapter configuration data is required, start by querying
V_GS_NETWORK_ADAPTER_CONFIGUR.

Similarly, you can use the V_GS_COMPUTER_SYSTEM view for determining the hardware
model and manufacturer.

You should develop good familiarity with the different views as you start creating custom
queries. But you always need to remember to use views instead of tables when you are que-
rying the database and creating your custom T-SQL queries.

NOTE The configuration database contains different types of views. For example, views
that start with V_GS contain current data while those that start with V_HS contain historical
data.

Working with SQL inner and left outer joins

The Configuration Manager database uses a relational database design, but the informa-
tion stored in it resides on different database tables in many different places. Writing cus-
tom queries not only requires a good understanding of the database table schema but also
knowledge of T-SQL. When the information you want resides in a single view, simple SELECT
statements work well. However, when the information to be retrieved resides in multiple
tables, you must join the tables to get the required data.

For example, if you need to pull the information about all of the machines in the Configu-
ration Manager database, you would use a join. To do this, you run the following T-SQL query:

Select NameO from v_R_System

The result is shown in Figure 2-5.

-Iselect Mame@ from v_R_System

100% -~ 4

1 Resutis | _'_1 Messages
Namel

| RDC
cmi2
WINXP
sQLz012

FIGURE 2-5 Pulling the names of machines in the Configuration Manager database.

Configuration Manager custom reporting



Now you might want to add another column that shows when the last hardware inventory
occurred for these machines. To do this, you need to reference another view named V_GS_
Workstation_Status. You also need to use a join, so start by using the following inner join.

Select SYS.NameO,
wk.LastHWScan
From v_R_System SYS
Inner Join v_GS_WORKSTATION_STATUS wk on
SYS.ResourceID=WK.ResourceID

The results are shown in Figure 2-6.

—|Select SYS.Name@,
wh. LastHWScan
from v_R_System SY5
Inner Join wv_G5 WORKSTATION STATUS wk on
5¥5.ResourceID=WK.ResourcelD

100% ~ 4
[ Resuits | 3 Messages
[ NameD | LastHWScan
(1 |RDC | 20130711 08:36:10.000

FIGURE 2-6 An example of an inner join and the corresponding result.

As you can see from Figure 2-6, the record set dropped from three records to one. An
inner join returns the matching records in both tables. The V_GS_Workstation_Status view
contains only the record for the one machine shown in this figure, while the V_R_System view
contains the three records shown previously in Figure 2-5. So an inner join by design looks for
matching records in both tables.

But what if you need to report the data for all machines irrespective of whether the
LastHWScan data for the machine is available? In this scenario you could use a left outer join
(commonly known as a left join) as shown in Figure 2-7. Despite the fact that some of the data
is not available in the V_GS_Workstation_Status table, the SQL query returned all the data set
available on the V_R_SYSTEM view. Here is the query you use:

Select SYS.NameO
wk.LastHWScan
from v_R_System SYS
Teft Join v_GS_WORKSTATION_STATUS wk on
SYS.ResourceID=WK.ResourceID

Working with SQL inner and left outer joins
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—|Select SYS5.Name@,
whk.LastHWScan
from v_R_System 5Y5

left Join v_GS_WORKSTATION STATUS wk on
5Y5.ResourcelD=WK.RescurcelD

W% - 4|
[ Resuts |ug Meﬂﬁgeﬁl

Namel | LastHWScan |
1| | 2013-07-11 02:36:10.000
| | NULL
(3 | winxe | NULL
4 | saemz | nuL

FIGURE 2-7 An example of an outer join and the corresponding result.

These examples illustrate the power of using inner and outer joins when querying the
Configuration Manager database.
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System Center 2012
Configuration Manager
reporting

Reporting is a powerful tool within Configuration Manager. It pro-
vides an inside view of your infrastructure’s health. For those of you
familiar with legacy Reporting Point in Configuration Manager 2007,
SQL Server Reporting Service (SSRS) is completely different and provides
much more flexibility than legacy Reporting Point. SSRS is a server-
based reporting tool that provides reporting functionality for a variety
of data sources. The three chapters in Part Il are designed to familiarize
you with SSRS and show you how to integrate SSRS with Microsoft Sys-
tem Center 2012 Configuration Manager and to customize and create
new reports using SSRS.
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Integrating SQL Server
Reporting Services with
Configuration Manager 2012

n Microsoft System Center 2012 Configuration Manager the legacy reporting point has

been replaced with the Reporting services point, which uses SQL Server Reporting Ser-
vices (SSRS). A common question is: How can you use and customize reports using SSRS?
If you aren't familiar with SQL queries, you might be hesitant to use SSRS. This chapter
shows you how easy it is to create custom reports. However, before you start using SSRS,
the first step is to integrate SSRS with Configuration Manager.

This chapter covers the process of installing an SSRS services point using the Con-
figuration Manager console. The next chapter describes the process of customizing and
running reports using SSRS.

Prerequisites for reporting services points in
Configuration Manager 2012

There are some prerequisites before you are able to integrate SSRS with Configura-
tion Manager 2012. Before you can install a reporting services point in Configuration
Manager, you must ensure that SSRS is installed and configured properly. The following
example uses Microsoft SQL Server 2008.

1. Click Start, select All Programs, Microsoft SQL Server 2008, Configuration Tools,
and then select Reporting Services Configuration Manager.

. Microsoft SQL Server 2008
., Import and Export Data (32-bit)
., Impart and Export Data (B4-bit)
"g S Server Business Intelligence Develc
-'53 SGL Server Management Studio
| Analysis Services -
. Configuration Tools
:If Reporting Services Configuration M:
SGL Server Configuration Manager
] 5QL Server Error and Usage Report
T4 50U Server Installation Center (64-t
. Documentation and Tutorisls j
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2. In the Reporting Services Configuration Connection dialog box, click Connect.

Reporting Services Configuration Connection

Microsoft SOL Server 2008 Reporting Services

Connect to a report server instance:

Please specify a server name, click the Find button, and select a report server

instance to configure.

Server Mame:

Report Server Instance:

JemizcasRTM Eind

|MSSQLSERVER: =l

Connect I Cancel |

3. On the Report Server Status page, make sure Report Service Status is set to Started. If
not, click Start to start the service.

4. On the Web Service URL page, click Apply to configure the Report Server Web Service.
This creates a virtual directory called ReportServer.

5. Click the Database tab and make sure Report Server Mode is set to Native. If you are
setting this for the first time, you are prompted to create a new report server database
or use an existing one. Choose the Create A New Report Server Database option and

then click Next.

6. Click Test Connection to make sure it works.

7. Specify the Database Name (the default is ReportServer), set the Report Server Mode
to Native, and click Next.

8. Click Next on the Credentials page to accept the default settings.

9. Click Next on the Summary page to complete the wizard.

10. On the Report Manager URL page, click Apply to setup the Report Manager virtual
directory. This creates a virtual directory called Reports.

11. On the Report Manager URL page, click the URLs link for http://<Servername>:80/
Reports to make sure you are able to connect. It might ask you for a username and

password.

2 Connect

~ CMLZCASRTMIMSSOLSERWER
B, Service Account

W web Service URL

[ Database

-4 E-mail Settings

[ Execution Account

Report Manager URL

4 Configure a URL to access Report Manager. Click Advanced to define multiple URLs, or to specify
| additional parameters on the URL,

Report Manager Site Identification

virtual Directory: IREpDrts

URLs: hittp://CMI 2CASRTM: E0/Reports
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Installing a Reporting services point

After you confirm the installation and configuration of SSRS, the next step is to integrate SSRS
with Configuration Manager 2012 by installing a Reporting services point using the Con-
figuration Manager console. This process copies the report folders and reports to SSRS and
applies the appropriate security for the folders and reports. After you install the reporting
services point, do not change the SSRS Report Server URL because Configuration Manager
will continue to use the original URL and you will be unable to run the reports. To change the
URL, you must uninstall the reporting services point, change the URL, and then reinstall the
reporting services point.

To install a reporting services point, follow these steps:

1. Connect to the Configuration Manager console.

2. Select Administration, Site Configuration, Server And Site System Roles.

3. Right-click the server on which you want to install the reporting services point and
click Add Site System Roles to start the wizard.

4. On the General page, accept the default settings and click Next.
5. On the Proxy page, accept the default settings and click Next.
6. On the System Role Selection page, select Reporting Services Point and click Next.

7. On the Reporting Services Point page, specify the Configuration Manager site data-
base server name and the database name.

IMPORTANT If your SQL server is remote, specify the SQL server name and not the
Configuration Manager database server name. If you accidently specify the Configuration
Manager database server name when your SQL server is remote, you might see the follow-
ing error message: “Unable to locate any configured SRS instances on the server. Verify SRS
is installed, accessible, and correctly configured.”

8. Click Verify to make sure the wizard has access to the site database.
9. Specify the folder name that will host the Configuration Manager reports.

10. Click Set to specify a reporting services point account and click Next. The reporting
services point account must have Read rights to the site database.

Installing a Reporting services point
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B8 Add Site System Roles Wizard

\jg Reporting services point
Genersl Specify Reporting Services settings
Prozy

System Role Selection

The reparting ervices point pravides integralion vith SEL Server Rieporing Serviees o create and manage reparts for Configuration
Manager,

Summary

s [~ Site database connection settings

oo Specify the Configuration Manager site databass server nams, optional databass instance name, and databass name which SHL
ompletion

Fieparting Services will Lss when rurning reports

Erample: Serverid ametInstanceMame

Site database server

Database name: [CM_CA5

Veity |

Specify the folder o create on the reporting services point site sustem server that wil contain the Configuration Manager reports.

Folder name: [Canfighar_CAS
Repotting Services [MSSLERVER =
SErver instance:

— Repotting Semwices Paint Account

Spesily the cradntials that SAL Rieperting Servies will us when connesting to the Configuration Manager sie database

User name: [ 9]

< Previous | Mext = I SUmmary: | Cancel |

11. On the Summary page, click Next to complete the Reporting Services Point Installation

Wizard.

12. On the Completion page, click Close.

13. Review srsrpMSl.log and srsrpsetup.log for any errors. These logs are located in the

%ProgramFiles%\Microsoft Configuration Manager\Logs directory.

Log Test
<08/121312:36:23> Mo wersions of SM3SRSRP are installed. Instaling new SMSSRSRP.
<08/12/1312:36:23> Enabling M5! loaging.  srsrp.msi willlog to C:\Proaram Files\Miciosoft Configuration ManagerlogsisrsiphSllog
<08/12/1312:36:23> Inataling C:\Progiam FilesiMicrosoft Configuration M anagerbin'»G4\srsrp msi SRSRPINS TALLDIR="C:\Program Files\5M5_SRSRP" SRSRPLANGPACKFLAGS =0
<08/12/1312:37:43> srsip.mai exited with 1stum code: 0
<08/12/1312:37:43> Inztallation was successful
<08/12/1312:37.:49> CTool:Registerd anagedBinane: n command line: *'C:\Windows\Microsoft METAFrameworkE44w4.0.3031 S\Reghsm. exe'* T \Program Files\SMS_SRSRPYsreserver dil’ Auriegister
<08/12/1312:37.50> CTool:RegisterManagedBinan: Registered C:AProgram Files\SMS_SRSRPhsrsserverdil successfuly
<08/12/13 12:37:50> Unregistered DLL C:\Program Files\SMS_SRSRFsrsserver.dll
<0812/1312:37.60> CTool:RegisterManagedBinan: n command ling: "'C:AWindows\Microsoft NET\FrameworkE4\w4.0.2031 SR eghsm.exe’ "C:AProgram Files\SMS_SRERP srsserver dl” /codebase
<08/12/1312:37.55> CTool::RegisterManagedBinary: Registered C:\Progiam Files\SMS_SRSRPsrsserver.dil successhully
<08/12/13 12:37 65> Registered DLL C:\Pragram Files\5M5_SRSRP ssserver di
<08/12/13 12:37.55> Mo versions of SM55R5RP are installed. Instaling new SM5SRSRP.
<08/12/13 12:37.5> Enabling M5! Ioaging.  srsrp.mai willlag to C:\Proaram Files\Miciosoft Configuration ManagenlogshsreiphSl log
<08/12/1312:37:55> Instaling C:\Progiam FilesiMicrosoft Configuration M anagerbin'=64\srsrp. msi SRSAPINSTALLDIR="C:\Program Files\5M5_SRSRP" SRSRPLANGPACKFLAGS =0

<08/12/13 12:38:38> srap.mai exited with 1stum code: 0
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14. When the reporting services point is installed successfully, connect to

http://<Servername>/Reports to make sure the Configuration Manager database is
listed and you are able to access it.

{ _'Report Manager - Windows Internet Explorer
o - =)

iﬁ? dﬁ? @Rapnrt Manager | | ﬂ

= SOL Server Reporting Services
L& Home

.

4 New Faolder

&P New Data Source 4] Upload File 5] Report Builder
3 ConfigMgr CAS

Installing a Reporting services point
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Customizing SSRS
reports for Configuration
Manager 2012

he previous chapter describes the process of setting up SSRS and integrating it with
Microsoft System Center 2012 Configuration Manager. This chapter discusses cus-
tomizing Configuration Manager reports using SSRS.

The following procedure demonstrates how to create a custom SSRS report for
Configuration Manager 2012 using Microsoft SQL Server 2008 and Microsoft Visual
Studio 2008.

1. Click Start, All Programs, SQL Server 2008, and then select SQL Server Business
Intelligence Development Studio. This opens Microsoft Visual Studio 2008.

. Microsoft SQL Server 2008
., Import and Export Data (32-bit)
., Impart and Export Data (B4-bit)
"g S Server Business Intelligence Develc
-'53 SGL Server Management Studio
| Analysis Services
. Configuration Tools
. Documentation and Tutorisls
. Integration Services
. Performance Tools
. Microsoft Syskem Cenker 2012
. Microsoft Yisual Studio 2008 j

IMPORTANT If SQL Server Business Intelligence Development Studio is not installed,
you can install it using the SQL Server CD. Run the setup and select Business Intelli-
gence Development Studio listed under Features on the Feature Selection page.

2. Click File, New, Project, and under Visual Studio Installed Templates choose Report
Server Project.

3. Specify the name, location, and solution name (such as, ConfigMgr Custom Re-
ports) and click OK.

4. On the menu bar, click View, Solution Explorer.
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5. In Solution Explorer, under ConfigMgr Custom Reports, right-click Shared Data Sources
and select Add New Data Source.

2| &

(5| ConfigMgr Custom Reports

S | =hared Data Sources

- L Reports “p | Add New Data Source
Add 3

6. On the Shared Data Source Properties page, enter the following information:

m For Name, specify the name of the Configuration Manager database (such as,
CM_CAS).

m For Type, specify Microsoft SQL Server.

m  For Connection String, click Edit.

Shared Data Source Properties x|
General d

Change name, type, and connection options,
Credentials

Mame:

ICM_CAS

Type:
IMicrosoft 0L Server j

Connedion string:
Drata Source=CMI12CASRTMInitial Catalog= CM_CAS Edit... I

Help | (o] 4 | Cancel

7. Under Connection Properties specify the name of the SQL server (i.e., CM12CASRTM).

8. Select Use Windows Authentication for logging on to the server.
9. Select or enter a Configuration Manager database name (i.e., CM_CAS).
10. Click Test Connection to make sure the connection works.

11. Click OK twice to complete the wizard. This creates an .rds file (i.e., CM_CAS.rds) under
Shared Data Sources.

12. In Solution Explorer, right-click Reports and select Add New Report.
13. On the Welcome page click Next.

Customizing SSRS reports for Configuration Manager 2012



14. On the Select The Data Source page, select the Configuration Manager database (i.e.,
CM_CAS) and click Next.

15. On the Design The Query page, click Query Builder to open the Query Designer page.

16. Right-click anywhere on blank portion at the top of the page and select Add Table.

DedasTet Timport.. | B0 WD ¢ B2 2% EE D

Exscute SOL
Add Group By

Redo ‘
|
|

Undo

Add Table..
#dd New Derived Table

_ll_l | Pane LA
Column Alias [ 1 Clear Results vpe I Sort Order
> Properties |
[~
4
SELECT
FROM

17. Click the View tab and choose the following views:
m v_UpdateComplianceStatus
m v_Updatelnfo
m v_GS_Computer_System
m v_StateNames
m v_ClCategories_All

18. Next, to join the appropriate columns with the different views, highlight CI_ID on the
v_UpdateComplianceStatus list and drag it onto CI_ID on the v_Updatelnfo view.

19. Create a join between the following pairs by repeating the procedure from step 18:
m v_UpdateComplianceStatus.Cl_ID and v_ClCategories_All.CI_ID
m v_UpdateComplianceStatus.ResourcelD and v_GS_COMPUTER_SYSTEM.ResourcelD
m v_UpdateComplianceStatus.Status and v_StateName.StatelD

The result now looks like the following screenshot.
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="v_Updatelnfo -]
1* (Al Cobumis)
e

; 1C1_Uniqueln
1 'v_updateComplianceStatus Modelld

= v_CiCategories_all -
|_|™ (Al Columns) -
[am

|| CategorylnstancelD
|_|Categorylnstance_UiniquelD

| CategoryTypehlame 7=

|_|LastEnforcementmessagelD
_|LastEnforcementMessageTime
|LastEnforcementStatusMsglDy

=1 v_GS_COMPUTER_SYSTEM B
* (All Colurrinz) -

ResourcelD

GrouplD

FRevisionID

AgertID =|

* (il Columns) =
TopicType v

RatelD

<

StateDescriotion LI

20. On the Query Designer page, under the middle tier box, specify the following filters for
the corresponding column names:

m CategoryTypeName = ‘UpdateClassification’
m BulletinID = 'MS13-004'
m TopicType = 500

Column [ lias Table | output [ sort Type Sort Order Filter
[ Wamen v_G5_COMPUTER_SYSTEM
‘ Modeliame v_CICateqories_All

= NUpdatedassification’
= NM513-D04'

\ CategaryTypehame v_CICategories_All
\ BulletinID v_Updatelnfo
‘ ArticlelD v_Updatelnfo
| stateniame v_Statelames
\ StatelD v_StateNames
\ TopicType v_StateNames

=500

ARXNAAAIIACR

You can also copy and paste the following SQL query to generate the above joins and
filter automatically:

SELECT v_UpdateComplianceStatus.ResourceID, v_UpdateComplianceStatus.Status,
v_GS_COMPUTER_SYSTEM.NameO, v_CICategories_Al1.ModeIName, v_CICategories_ATl1.
CategoryTypeName, v_UpdateInfo.BulletinID, v_UpdateInfo.ArticleID, v_StateNames.
StateName, v_StateNames.StateID, v_StateNames.TopicType

FROM v_UpdateComplianceStatus INNER JOIN v_GS_COMPUTER_SYSTEM ON v_
UpdateCompTlianceStatus.ResourceID = v_GS_COMPUTER_SYSTEM.ResourceID INNER JOIN
v_CICategories_Al1l ON v_UpdateComplianceStatus.CI_ID = v_CICategories_A11.CI_ID
INNER JOIN v_UpdateInfo ON v_UpdateComplianceStatus.CI_ID = v_UpdateInfo.CI_ID
INNER JOIN v_StateNames ON v_UpdateComplianceStatus.Status = v_StateNames.StateID

WHERE (v_CICategories_AT1.CategoryTypeName = N'UpdateClassification') AND (v_
StateNames.TopicType = 500) AND (v_UpdateInfo.BulletinID = N’MS13-004')

21. Click the exclamation mark symbol at the top of the Query Designer page to execute
the query and review the results.
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22. Click OK to accept the query. This will return you to the Design The Query window.

23. On the Select The Report Type page, select Tabular and click Next

24. On the Design The Table page, select all of the fields under available Fields, click
Details to add them to Displayed Fields on the right, and then click Next.

B Report Wizard

Design the Table
Choose how to group the data in the table,

J[=] B3

Available fields: Displayed fields:
Mame0 Rage:>
Modeltane
Category TypeMame
EulletinID
ArticlaIl
E— XEXX
StateMame Groups e
SkatelD HHH MR KRR
TopicType HEH HRE HRE
KRR
Wi MR HRE
HEH HRE HRE
Dietailss
0l | ﬂ < Remave |

Help < Back | MNext = I Finish ==| | Cancel

4

25. On the Choose The Table Style page, select Corporate and click Next.

26. On the Completing The Wizard page, provide a report name, select the Preview Report

option at the bottom of the page, and click Finish.

27. This process will create .RDL file, which can be used to upload the report into SSRS.

eBook Custom Report

Resource Status Name0 Model Category Bulletin ID  Article ID

State Name

MName Type Name

16777221 2[CMI2CASRTM |Site_DDEFA4ER |UpdateClassific [M513-004 2742595
-0030-4260-  |abon

4050~

S4FAZO0Z585/

SM_fhatased-

S697-4727-

Elra 1e6B8c10e2

Update i
requined

16777221 2|/CM12CASRTM |Site_0DBFA4ER |UpdateClassific | MS13-004 2742601
-0DED-42E0-  |ation

ACS0-

I4FAZOE0ES89/

SUM_c431e423

-59az-4926-

a77f-

cef2006chaz2

She_D0SFA4ER |UpdateClassific M513-004 2742505
-0D3D-42E0-  |aton
40150~

16777219 2|CMI12PRILA

34FAZ0302589/
SM_fbadazed-
S697-4727-
9aSe-
df3lesscioez

Update i
requined

'Update 3
required

In the next chapter we'll examine how to customize function-based built-in reports.
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Customizing function-based
built-in reports

| n Microsoft System Center 2012 Configuration Manager, most of the existing built-in
reports are based on function. Many Configuration Manager administrators are reluc-
tant to use SQL, specifically when it comes to programming and function. This chapter

attempts to ease those fears with a step-by-step process for customizing function-based
built-in reports.

This example uses Endpoint Protection built-in reports and covers the process of
customizing and converting function-based into view-based reports. Before starting
the procedure, review the query used for the Antimalware Overall Status and History
report, which is listed under Endpoint Protection category within Configuration Manager
console.

Follow these steps to determine the script being used for the "Antimalware overall
status and history” report.

1. Open the Configuration Manager console. Expand Monitoring, Reporting, Re-
ports, Endpoint Protection, right-click Antimalware Overall Status And History
report, and then click Edit. The report opens in Report Builder.

/‘_%\' ] Antimalware overall status and history - Microsoft SQL Server Report Builder
L—"/ Home: Insert View
= = == = oy - M
By T * e e [E e S 5|
e 42 Sp
Su ) Soste B, o M| | S| A ont)|| BB BB 545 | | = (|08 - |8 ey 2 B
|5 an
Views  Clipboard Font Paragraph Border 3 Number Layc
Report Data x -]-I‘“1---1--‘2---|---3---|‘“4‘--|w-5--§
New » Edt.. X & & | B =)
-3 Built-in Fiekds = |
£ (2 Parameters 5
= L P ﬂm
= Data Sources 2 «Exprs |
> - oI e L e o 7
s, N Category 1 [ean |
- N Category 1 E
. BN Category 1 o
- BN Category 1
= N Category 1 i [Sum |
—_— B Category 1 (Infect -
3 9 edCou o |
; nt)] i
£ L]
. Cl
I
d i =
p L1 J <
1| row Groups 1 column Groups -

45



2.

3.

Under Datasets, right-click each datasets to review the query. Click Database Properties
to determine what function is being used to create this report. For example, EPStatus
datasets is using the following query:

SELECT * FROM fn_rbac_EndpointProtectionHealthStatus(@UserSIDs)
Where CollectionID=@Co11ID

IMPORTANT As you can see, the query has two variables: @UserSIDs and @CollID.
The UserSIDs variable checks RBAC role-based security for existing logged-on users;

it verifies the rights for that particular object. CollID allows you to limit any collection
for this particular report. The report uses the fn_rbac_EndpointProtectionHealthStatus
function.

Open SQL Management Studio and expand <ServerName>, Databases,
CM_<sitecode>, Programmability, Functions, Table-valued Functions, and then select
dbo.fn_rbac_EndpointProtectionHealthStatus.

Right-click dbo.fn_rbac_EndpointProtectionHealthStatus and select Script Function As,
Create To, and New Query Editor Window to see the code and view that is being used
to create the function. In this case, it is using the v_EndpointProtectionHealthStatus
view:

CREATE FUNCTION [dbo].[fn_rbac_EndpointProtectionHealthStatus] (@UserSIDs nvarchar
(max))

RETURNS TABLE

AS

RETURN

(
SELECT * FROM v_EndpointProtectionHealthStatus

)

Repeat steps 2 through 4 above for other datasets (as shown below, for example) to
determine which views are being used. When you have all of the datasets details, use
the following query and options to create shared data sources and reports as de-
scribed in Chapter 4, “Customizing SSRS reports for Configuration Manager 2012."

Select * from v_EndpointProtectionHealthStatus as EP where EP.CollectionID=@ID
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Dataset Properties

EndPointProtection

select * from v_EndpointProtectionHealthStatus as EP Where
EP.CollectionID = @ID

6. Review the other properties, such as Parameters. Notice that it is auto-populated with
Parameter Name and Value.
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Dataset Properties

7. Create additional dataset for CollectionID and EPHistory using the following queries:

m CollectionID datasets:
Select CollectionID, Name from v_Collection
= EPHistory datasets:

Select * from v_EndpointProtectionHealthStatus_History
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*5 SCCM Reporting Labs - Microsoft Visual Studio (Administrator)

File Edt View Project Buld Debug Tools Window Help

Bk ™ - ARSNGB 02 taset Properties

[ EndPointProtection
] CollectionID
-] EPHistory

Show output from:

3 Cammand Window| =] Outout [ LI

5 Choose a data source and create a query.
| New - Edt.. X @ 3 Fields
| e :
g |[ ®-Ca suitsn Fields Opions bz
=\ 593 Parameters [cotiectionio
52 1mages Filters
{3 Data Sources Parameters ©* Usea shared dataset.
E-{F Datasets

' Use a dataset embedded in my report.

Data source:
[em_cas | new.
Query type:

@ Tet  Tsbl=  Stored Procedure

Queny:

SELECT  CollectionID, Name
FROM v_Collection

=

-]

Query Designer.. | Import... | Refresh Fields |

Time out in saconds)

e

8. Under Parameters, right-click @ID, and select Parameter Properties to open the Report

Parameter Properties dialog box.

”f, SCCM Reporting Labs - Microsoft Visual Studio (|

File Edit Wiew Project Buld Debug Tools
IR R
BEsErEE

=
g Report Data >3 x /E;
o' | Mew - Edit.. X a s |§
l
g -3 Built-in Fields

Parameters

3 Imag W Delete
Data

EE" Data: [#f  Parameter Properties

- [7] EndPaintProtection

[=] CollectionID

@1-[Z] EPHistory

Name.

9. On the General tab, specify the Name value as ID and the Prompt value as Collection
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Report Parameter Properties

General
_ Change name, data type, and other options.

Available Values

Default Values MName:

Advanced IID

Prompt:

-:Zcullecticwn Name

Data type:

Text 2
™ milow blank value ()
™ Allow null value

™ Allow multiple values

Select parameter visibility:
& visible
" Hidden
" Internal

| et |

10. On the Available Values tab, select the Get Values From A Query option, specify the
following values, and then click OK.

m Dataset: CollectionID
m Value field: CollectionID

m Label field: Name

Report Parameter Properties

X
General . -
Choose the available values for this parameter.
Available Values
Default Values Select from one of the following options:
Advanced £ None

" specify values
& Get values from a query

Dataset:

| CollectionID =l
Value field:

o
Label field:
I Name j

| et |

11. On the Default Values and Advanced tabs, leave the default values and click OK to
complete the process.
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12. Next, add a chart to this report so that you can use it as a dashboard. To do this, go to

Toolbox, click Chart, and click anywhere on the Design view. Select Pie Shape for the
chart and click OK. The resulting chart will look something like the following figure:

78 SCCM Reporting Labs - Microsoft Visual Studio (Administrator)
fle Edt Vew Project Buld Debug Tools Window Help

G- @ % B B9 - | b Release S QERED
iE H # (= [ [won -j§|50nd -] j| -]

P2 & S| | W oab ok |52 8] BT E | see 3% 9

gl_ Endpoint Prote..n.rdl [Design]* | Custom 556 -...c.1d [oesigr] | Softnare Instal.strd [Desian] = x
@ e N
§j X Pointer |_/|[{8] Desion |[E Preview
g ) =
2
o) T Collection I Total Memb Overall Sta Overall Sta  Overall Sta Overall Sta
S = ICollectionID] | [TotalMemberCi[OverallStatusP1 [ OverallStatusal|[OverallStatushi [OverallStatushi
[ Table
[ Matrix Overall EP Status
[ Rectangle
o5 et BN Categary | W Category 1 WM Category | M Category 1 100+
= W Category | W Category 1
] Image
Subreport 30
-
< 60—
o
& vep E
5| Data Bar %
. Sparkline 404
& Indicator
R
B 20
There are no usable contrals in this
group. Drag an item onto this text to
add it to the toolbox. 0
. | LI_I
1= Row Groups 7 column Groups -
= (tablel_Details_Group) I=]

13. Under Overall EP Status in the Design view, select a category box to add different

values to be used in the pie chart. The available values appear in the Chart Data pane

to the right of the Design view.

Endpoint Prote...n.rdl [Design]* | custom 55RS - ...s.rdl Design] | Software Instal...st.rdl Design] | G Pa...fo.rdl [Design] | ¥ %
%] Design |3 Preview

QOverall EP Status Ck
b =
e 7
{ BB Category 1 WEM Category 1 WM Category 1 MM Category 1 | | X Values
| W Category 1 N Gatsgory 1 ;
b ger ger & &l overalistatusprotectedcount
[Sum(OverallStatusProt.

@] overallstatusAtRiskCount
[sum{0verallStatusAtRi.
| overallstatusNotYetinstalle.
[Sum(OverallStatushoty.
[&] OverallstatusNotSupported
[Sum(OverallStatusNots..
@] overalistatusInactiveCount
[sum{0verallStatusnac.
| overallNotClientCourt

[Sum(0verallNot ClientC.

Ststus Time © Ster

) Statis Tima 1 L
3

4
[i=] Row Groups I column Groups
— (table1_Details_Group) 2|

14. Repeat the same process (i.e., steps 12 through 14 above) for different chart types as

shown below. Click Preview, select Collection Name from the drop-down menu, and

click View Report.
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Endpoint Prote...n.rdl [Design]* | Custom SSRS - .. s.rdl [Design] | Software Instal...st.rd [Design] | Consoli Pa...fo.rd [Design] | ® X

%] Design | Preview
o
Chart Title —I
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15. When you are satisfied with the results and the view of your report, it is time to upload
it to your SSRS site. Connect to your SSRS site by typing http://localhost/Reports if
you are logged on locally on your SSRS site or http://<servername>/Reports.

16. Click the ConfigMgr_CAS folder to view all the built-in reports for Configuration
Manager.

17. Create a folder called CUSTOM REPORTS by clicking the New Folder tab, renaming the
folder CUSTOM REPORTS, and then clicking OK.

18. Click the CUSTOM REPORTS folder you just created to select it and then click Upload
File. When prompted for the file name, click Browse and go to the folder where you

saved the .rdl file for this report, highlight the .rdl file, click Open, and then click OK to
upload the file.

(:' ‘onfigMgr_CAS - Report Manager - Windows Internet Explorer

————
ey |g, http://localhost/Reports Pages Folder. aspx?ItemPath =2t 2fConfigMar_CAS&ViewMode =List j @ 4
J ¢ Favorites J 9% €] ConfigMgr_CAS -ReportMa... | Suggested Sites ~ @ | Web Sice Gallery +

.fé ConfigMgr_CAS - Report Manager | |

Home

2 SQL Server Reporting Services
~%& ConfigMgr_CAS

4 MNew Folder . New Data Source ESi|Report Builder [ Folder Settings & Upload File

& ’ . ) | |
& Administrative Security & Alerts =
oy oy |
3 Client Push 3 Client Status =
| | Devi g
3 Custom Reports = Device Management 2
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19. Hover over the report you just uploaded, click the drop-down menu, and select
Manage.

6:'Cu stom Reports - Report Manager - Windows Internet Explorer

@?} - I@, http:_-'_-'1oalhost_-Repc-rts-'Pages_-'Fc-Ider.aspx?ItemPath=:.o':2f(c-nﬁglvlgl'_(AS:.o':2f(L|stc-m+Repc-|'ts&'-.'le‘;-lvlc-dej ||+
J ¢ Favorites J 9% €| ConfigMgr_CAS -ReportMa... | =) Suggested Sites @ | Web Slice Gallery =

'_r,é Custom Reports - Report Manager | |
Home = ConfigMgr_CAS

SQL Server Reporting Services

“4@ Custom Reports

4 New Folder ), Mew Data Source Ko Report Builder 4 Folder Settings & Upload File

ﬁ Custom Report ﬁ Endpoint Protection - ﬁ

Maove

Delete

[, subscribe..

{2 create Linked Report.

View Report History
& Security
Manage

4L Download..

k] Editin Report Builder

IMPORTANT If you are not running SQL Server 2008 R2 version, you might not get an
option to Manage directly from the page. If you just try to run the report without actually
setting up the proper data sources, you will get the following error: “The report server can-
not process the report or shared dataset. The shared data source 'CM_CAS' for the report
server or SharePoint site server is not valid. Browse to the server or site and select a shared
data source. (rsInvalidDataSourceReference).”

20. Click Data Sources and make sure A Shared Data Source is selected. Click Browse and
expand the ConfigMgr_CAS folder.
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6:' Endpoint Protection - Report Manager - Windows Internet Explorer

mr - I@‘ http:_.-'_:10&3Ihost_-"Reports_-"Pages;'Report.aspx?ItemPaH1=‘:'k2fConﬁgI'v1g|'_CAS‘:":2fCustom+Repo|‘ts‘:":2FEndpoj B ||+
J i} Favorites J {;‘5 # | ConfigMgr_CAS - Report Ma... Suggested Sites * & | Web Slice Gallery +

{& Endpoint Protection - Report Manager | |

Home = ConfigMgr_CAS = Custom Reports
@ SQL Server Reporting Services
Endpoint Protection

Properties

Browse folders to select a shared data source to use with this item.
Parameters

Location: |/Confighlgr_CAS
Data Sources

(=4 Home
Subscriptions Bl -
Processing Options £-[] Administrative Security
H-[ 0 Alerts

Cache Refresh Options
Report History

Snapshot Options

H-_] Asset Intelligence

H-[ Client Push

£-[] Client Status

H-[ 1 Compliance and Settings Management

Secur\ty H-] Custom Reports
H-[ Device Management

H-[_] Driver Management

t-[J Endpoint Protection

£ Hardvare - CD-ROM

H-CJ Hardware - Disk

H-[ ] Hardware - General

t-[J Hardware - Memory

H-[_] Hardware - Modem

H-[ 1 Hardvare - Network Adapter

t- ] Hardware - Processor

21. Select the last folder "{<randomnumber>}" and click OK and then Apply.

£ Status Massages

H-[J Status Messages - Audit

H-[ 1 Task Sequence - Deployment Status
H-_J Task Sequence - Deployments
£ Task Sequence - Prograss
e Task Saquence - Refarances
t-J Upgrade Assessment

e-[ Usar - Davice Affinity

£ User Data and Profiles Health
H-[J Users

£ virtual Applications

b-J Wake On LAN

4BB6-431b-A16E

oK | cancel |

At this point, you can go back and run the report. You will be prompted for the Collection
Name. Select the Collection Name from the drop-down menu and click View Report to display
the results.
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Configuration Manager
deployment tips

perating system deployment is a widely-used capability of Micro-

soft System Center 2012 Configuration Manager. The single chap-
ter in Part [ll provides tips that cover a wide variety of different scenarios
to help you ensure the success of your deployments.
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Operating system
deployment tips

M icrosoft System Center 2012 Configuration Manager provides a highly flexible,
automated solution to fully deploy and configure servers and desktops from any
initial state, including bare-metal deployments. This enables IT administrators to provide
an end-to-end solution for the installation and configuration of Windows, by delivering
applications, updates, patches, and security fixes in a single distribution. This chapter
covers some tips and tricks to operating system deployment.

Boot images

The Windows ADK is used to create Windows PE boot images that are used in Configura-
tion Manager to deploy operating systems via PXE, CD-ROM, USB, or hard disk. Windows
PE boot images are available in four current versions: 3.0, 3.1, 4.0, and 5.0. Windows PE
4.0 boot images do not work on some older hardware or versions of ESX or VMware
Workstation that either do not support Windows 8 or do not have support for NX, PAE,
and SSE2. As of Configuration Manager 2012 SP1 CU2, the ability to add Windows PE 3.1
boot images is now available to support these limitations.

Enabling F8 command prompt support

F8 command prompt support is an essential testing and troubleshooting tool that should
be added to all of your boot images. Without it you will not be able to validate IP set-
tings, disk configurations, drivers, or log files to assist in troubleshooting. Below are the
steps required to configure F8 command prompt support in your boot images.

1. Open the Configuration Manager console and expand Software Library, Operat-
ing Systems, Boot Images, right-click your boot image, and then select Properties.

57



58

T4 Refresh =3

Delete Delete

~

%{ Distribute Content

"5 Update Distribution Points
&| Create Prestage Content File
ip Manage Access Accounts

L Move

@ Set Security Scopes

B Properties

2. Click the Customization tab, select the Enable Command Support (Testing Only) check
box, and then click OK to save and Yes on the next dialog to distribute to the distribu-
tion points.

B Boot image (x64) Properties -

Content Locations | Optional Components | Security ‘
CL 1 | Data Source I Datz Access I Distribution Settings

["] Enable prestart command

Windows PE Backaground

[] Specify the custom background image file (UNC path):

Windows PE Scratch Space (MB): 32 Y]

Enable command support {testing only)

(]

Boot image driver management

Just like operating system images, boot images require drivers for various components such
as network, disk, USB 3.0, video, and so on. Most drivers are included in box depending on
the Windows PE and operating system versions being used, but in some cases you will need
to add additional drivers. This can be a challenging step, and less is more when it comes
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to boot image drivers. You can easily end up with a non-functional boot image if you add
incompatible drivers.

Various OEM's offer driver packs with a subset of drivers that you might need for your
boot image. It is recommended that you identify your requirements and include only the
drivers you need. For example, you might not need RAID controller drivers depending on
what you plan to deploy, so including them unnecessarily adds extra storage and administra-
tive overhead for testing. It is also best to test against a lab server or non-production boot
image before updating drivers to avoid extensive downtime while in production deployments.

Verifying missing drivers in your boot images can sometimes be challenging. One way
to make this process easier is to use F8 command line support. Once you have a command
prompt you can take advantage of useful functions like diskpart to validate that your Mass
Storage Controller is working properly, you can use ipconfig to verify that your network stack
is functioning, and you can test missing drivers with drvload to see if you have the correct
driver to add to your boot image. Below is a quick step-by-step procedure for using drvload
to verify that you have the proper driver.

1. Determine the driver that is missing and download it to media.

2. Insert media and change directory to the folder holding your INF files.
3. Run drvload.exe NameOfYour.inf.

4. Validate that you can access the disk or obtain an IP address

5. Add to a boot image in Configuration Manager.

Optional components

Windows PE Optional Components or Feature Packages allow you to extend Windows PE with
additional languages and functionality. By keeping the feature packages external, the foot-
print remains small and you can tailor each boot image to your own organizational needs. For
a complete list of optional components, see the following article: http.//technet.microsoft.com
/en-us/library/hh824926.aspx.

The following optional components might be included by default, but this will vary de-
pending on your needs:

m Windows PowerShell (WinPE-DismCmdlets)
m Storage (WinPE-EnhancedStorage)

m HTML (WinPE-HTA)

= Windows PowerShell (WinPE-StorageWMI)
® Microsoft .NET (WinPE-NetFx4)

m Windows PowerShell (WinPE-PowerShell3)

m Recovery (WinPE-WinReCfg)

Boot images
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Keep in mind that the smaller the footprint of your boot images the faster they will load
and the less memory will be required to cache the contents, so don't add everything just in
case you might use it down the road.

=] Boot image (x64) Properties -

General | Images | Drivers | Customization | Data Source | Data Access I Distribution Settings
Optional Components | Security

The following components are added to Windows PE for use with Configuration Manager.

Component Size (MB)
Scripting (WinPE-Scripting) 1.80
Startup (WinPE-Secure Startup) 034
Network (WinPE-WDS-Taols) 0.81
Seripting (WinPEWMI) BE7

Specify optional component available for Windows PE that you would like to add to the boot image. Additional
components will increase the overall size of the boat image.

Components:

Fitter..
Component Size (MB)
Windows PowerShell (WinP E-DismCmdlets) 003
Storage (WinPE-EnhancedStorage) 0.08
HTML (WinPE-HTA) 16.74
Windows PowerShel (WinPE-StorageWMI) 0.70
Microsaft .MET (WinPE-NetFxd) 9144
Windows PowerShel (WinPE-PowerShell3) 238
Recovery (WinPE-WinReCfg) 0.15

®

FIGURE 6-1 Windows PE Optional Components.

Adding Windows PE 3.1 to Configuration Manager
2012 SP1 CU2

The following procedure shows how to add Windows PE 3.1 to Configuration Manager
2012 SP1 CU2.

1. Install the WAIK 3.0 package on a remote system.

NOTE It is not recommended to have the ADK and WAIK installed on the same system.

2. Install the WAIK 3.1 Supplement update package. To install the supplemental update,
open a command prompt and type the following command:

E:\>xcopy E:\ "c:\Program Files\Windows AIK\Tools\PETools" /ERDY
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X Administrator: Command Prompt

[E:“\>xcopy E:% "c:“Program Files“Windows AIK~Tools“PETools" ~ERDY_

NOTE A total of 1,131 files should be copied.

3. Open the Deployment Tools Command Prompt.
4. Follow the guide on how to create a custom boot image at: http://technet.microsoft.
com/en-us/library/dd744533(WS.10).aspx

NOTE Be sure to add the following required components:
m  WinPE-Scripting
m WinPE-WMI
®  WinPE-WDS-Tools
®  WinPE-WDS-Tools

5. Optionally, add drivers to the WIM image before completing step 6.

MORE INFO For more information, see http://technet.microsoft.com/en-us/library
/dd744355(v=WS.10).aspx#AddDriverDISM.

6. Copy the boot.wim file created in step 4 to your Configuration Manager server.

7. Name the boot image appropriately for good housekeeping, WinPE 3.1 Boot Image
x86.

8. Open the Configuration Manager console and expand Software Library, Operating
Systems, Boot Images.

9. Select Add Boot Image.

Adding Windows PE 3.1 to Configuration Manager 2012 SP1 CU2
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& Boot | -

TaskSequ ﬁ] Add Boot Image
Dell Client Integration Pack 3
Create Boot Image using MDT

Folder 3

10. Specify the UNC Path to your custom boot image and click Next.

Browse to the data source for the boot image
General
Summary
Progress Add a Boot Image to use with Operating System Deployment
Completion
Specfy a path tothe Boot Image WM file.
Path: Erample: \\servemame'sharenamepathiile. WIM
M1 Packagess\0SDABoot Images'WinPE 21 Boot Image %85 wim
Select  Boot Image from the specified WM fi.
Boot Image: [1- Microsoft Windows PE (xB6) v
[Z] [ <previous |[Nets ][ summey |[ Camed |

11. Type the Name and Version of your boot image and then click Next.

Data Source Enter boot image data

Summary

Progress Provide a name. version and comment for the boot image.

Completion
Name: [WinPE 3.1 Boot Imags x86 |
Version [6.17601.17514 |
Comment: | [~]

[v]
£2] [ <previous | [ met> | [ summay | [ cCancel

12. Click Next on the Summary page.
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Data Source To create the Boot Image, click Next
General

Summary

Progress Details:

Completion Data Sourcs Information

+ Boot Image: 1 - Microsoft Windows PE (x26)
Package Information

+ Name: WinPE 3 1 Boot Image x86
+ Version: 6.1.7601.17514

+ Source location: WCM01\Packages$i0SDBoot Imagesi\WinPE 3.1 Boot Image x86.wim

To change these settings. dlick Previous. To apply the seftings, click Next

(] [<Prvious | [ Net> || summay ||

13. Next deploy the boot image to PXE-enabled distribution points by selecting the De-
ploy This Boot Image From The PXE-Enabled Distribution Point” checkbox in the boot
image properties dialog box.

[ Content Locations | Optioral Components | Securty |
| General | mages | Drivers | Customization | Data Source | Data Access | Distribution Settings |

Specify the image file that contains the boat image for this package. If the file contains multiple images. use the:
Image tab to select the comect image.

Image path:

\\CMD1'Packages$' 05D Boot Images"WiinPE 3.1 Boot Image x86 wim | [ erowse..
Image index: [~ Microsoft Windows PE pcet) v

Source version 2 (6/21/2013 9:50:52 AM)

] Update distribution points on a scheduls

Occurs every 1 days effective 6/21/2013 9:52 AM Schedule...

<

[] Persist content in client cache
[ Enable binary dfferential replication
[#] Deploy this boot image from the PXE-enabled distribution point

@ [ ok [ [ coneet | [ semh

You should now have a functional Windows PE 3.1 boot image to use with your legacy

systems.

Adding Windows PE 3.1 to Configuration Manager 2012 SP1 CU2
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NOTE Some tabs will be unavailable in the boot image properties dialog box; this is nor-
mal because the following options are not supported with Windows PE 3.1 boot images:

m Installing additional optional components through Configuration Manager
m  Adding drivers

m Setting scratch space

m  Configuring a prestart command

m  Configuring a background image file

®m Enabling and disabling command prompt support (debug mode)

Drivers

Driver management in Configuration Manager is one of the most debated topics in operating
system deployment and for good cause. It can easily become one of the biggest pain points
you face. Best practice is to build a solid driver store that is easy for you to maintain and to
know what you have in your environment. Michael Niehaus (http.//blogs.technet.com/b
/mniehaus/default.aspx?Pagelndex=1) and Johan Arwidmark (http://deploymentresearch.com
/Research.aspx) both have very detailed blog posts on the subject with examples of sound
driver stores if you would like to find out more information.

Driver signing

For 64-bit versions of Windows Vista and later versions of Windows, driver code signing
policy requires that all driver code have a digital signature. In addition, certain configurations
of 32-bit versions of Windows Vista and later versions of Windows also require driver code to
be digitally-signed in order to access next generation premium content that is controlled by
the content protection policy.

You would think that all OEMs are signing their drivers, but sadly this is not the case. You
might also encounter and issue with digital signatures when you alter the driver to adjust
some of the settings enabled or disabled by default. By doing this you are essentially break-
ing the digital signature and the driver must be re-signed with a trusted certificate in your
environment or by the vendor again. You can sign the drivers yourself, but it is not recom-
mended to the average administrator. However, if you are interested in doing so, you can find
great resources online with detailed instructions on the process.

Driver maintenance

Good housekeeping seems like a chore, but untangling a web of disorganization can certainly
consume a lot more of your time. You could spend hours finding all of the right drivers for
use in your organization. If you spend that much time gathering drivers, you should invest in
a structure that is easy to manage and maintain so you can know at a glance what's in your
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driver store and be able to add or remove models or drivers on a whim. Figure 6-2 shows a
sample folder structure to get started with your driver store. The structure used here is:

Operating System\OEM\Model\Device Version

bile Workstation
530

W5 3

FIGURE 6-2 Sample folder structure for drivers.

It's important to regularly check your OEM for updated drivers not only to improve device
functionality but to also patch security vulnerabilities in the drivers.

UEFI

The Unified Extensible Firmware Interface (UEFI) is meant to replace the legacy BIOS interface
of today. UEFI Spec 2.3.1 is the latest version available and is a requirement for Windows 8
certified machines. There are two classes of UEFI: class 2 devices, meaning they support the
BIOS compatibility mode known as Compatibility Support Module (CSM), and class 3 devices,
which are native UEFI systems only. The advantages of UEFI include:

m  Full memory access (32-bit or 64-bit)

m CPU independence (enabling UEFI on x86, x64, ia64, and even ARM computers)

m Faster initialization

m Support for larger boot disks (larger than 2.2 terabytes)

The following are a few tips concerning UEFI support in Windows:

m  Native class 3 UEFI devices support only Windows 8 and newer.

m Boot images must be the same architecture as the operating system being deployed.

m Use the _SMSTSBootUEFI task sequence variable to determine if a machine is in UEFI
mode.

m  Always build your reference image on a virtual machine in BIOS compatibility mode.
m Server 2012 or higher is required for UEFI x86.

m Server 2008 R2 or higher is required for UEFI x64.

m  USB boot media must be formatted as FAT32.

m FAT32 has a 4-GB file size limit.

The typical disk layout for UEFI deployments looks like this:

m Recovery (NTFS, 300 MB)

m System (FAT32, active, 300 MB)
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®  Microsoft Reserved Partition (MSR, 128 MB)
m Operating System (NTFS, 100%)

Operating System Images and Offline Servicing

Windows image files, or WIMs, can be imported into Configuration Manager as Operating
System Images. This can be in the form of the original install.wim from the product source I1SO
or DVD, or it can be your own custom WIMfile. WIMs have a catalog file associated with them
that shows the state of all settings and packages in the image file. Additionally, an unattend-
ed.xml file can be used to control the state of the components, packages, and settings.

Configuration Manager 2012 includes a feature for applying updates to Operating System
Images called Offline Servicing. This feature in the Operating System node under Software
Library allows you to apply Component Based Servicing (CBS) updates to a WIM file offline.
This allows for faster deployment times, reduced image recycle periods, and overall lower
administrative effort to maintain Operating System Images. Following is an example of how
to use this feature.

1. Open the Configuration Manager console and expand Software Library, Operating
Systems, Operating System Images, and then select Schedule Updates from the ribbon.

2. Review the list of updates that meet the following criteria:
m They are CBS updates.

m They have been deployed in your Configuration Manager environment. (This helps
limit the selection of updates to those that have been deployed or tested in your
enterprise.)

m They have not successfully been deployed to your image file through the Offline
Servicing feature.

3. The updates are filtered to match the architecture of your image file. Select your up-
dates and then click Next.
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9 Choose Updates

Choose Updates Select the software updates to apply to the operating system image

Set Schedule

Summary

Progress Spciy the softiars Updtes to appiy o the selactad opsrsting systsm imags. You can It avalable softwars Updates by the

. spplcable system architecturs

Completion
Selected scftware updates: 5 Available software updates: 7
V] Select or deselect all software updates System architecture: v
Firer P
T Date Relesesd | Inform
Windows 7
¥ Cumulative Securty Update for Intemet Explorer &for Windows 7 for 64 based Systems (KB2817183) 4/8/2013 1. hitpis/
[ Sscurty Undsts for Windows TforxB4-bassd Systsms (KB2813347) 4820131 Hitpes
¥ Securty Update for Windews 7forx64-based Systems (KB2813170) 492013 1., hitpid)
[V Securty Update for Windaws Tforx64-bsssd Systems (KB2808735) 232013 T Hitpi
[ Sscurty Undats for Windows Tforxb4-bassd Systsms (KE284014) 4220131 hitpess
< m >

@ | creiovs || Net> | [ summay | [ Concel |

4. Unless you want to schedule the updates for a later time, accept the defaults and click
Next, click Next again, and then click Close.

5. You can validate the progress by watching OfflineServicingMgr.log on the site server.

Completed processing image package PO1001135, Status = Success
| LEV=M SOUR: er" COM OFFLINE_SERVICING_MAMNAGER"

Create backup copy for image PO100115
copying image file "WCMO1\Packages$\Q5D\Operating Systems\Windows 7 Enteprise x64\install.wim' to "WCMO01\Packz
Copy image (1D PO100113, size 2632 MB )
copying file from '\ ConfighMgr_OfflinelmageServicing\PO10011 Shinstallwim'

to "WCMO1\PackagesS\OSDNOperating Systems\Windows 7 Enteprise x6\install.wim' ...
Copying (25% complete)...
Copying (30% complete)..
Copying (73% complete)...

Copying (100% complete)...

Original image "\CM01\Packages5\OSD\Operating Systems\Windows 7 Enteprise x64\install.wim' is backed up at "\CW
Successfully requested image POT00115 to be updated from its source,

6. To see all of the updates that have been added to your image, review the Installed
Updates tab in the image file’s properties dialog box.
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=] Windows 7 Enterprise x64 Properties -
Content Locations I Securty
| General I Images I Data Source I Data Access I Distribution Settings I Servicing | Installed Updates
| Filter >

Title Adicle ID Date Installed
Cumulative Security Update for Intemet Bxplorer 8 for Windows 7fo... 2817183 7/9/2013 8:52:4.
Securty Update for Windows 7 for x64-based Systems (KB2808735) 2808735 7/9/2013 8:52:4.
Securty Update for Windows 7 for x64-based Systems (KB2813170) 2813170 7/9/2013 8:52:4.
Security Update for Windows 7 forx64-based Systems (KB2813347) 2813347 7/9/2013 B:52:4.
Security Update for Windows 7 forx64-based Systems (KE2840145) 2840145 7/9/2013 B:52:4.
< m >

@

Task sequences

Task sequences provide the mechanism for performing multiple steps or tasks on a client
computer at the command-line level without requiring user intervention. Task sequences do
not represent a full scripting language but are highly customizable and include a large subset
of built-in actions and pre-configured templates.

MDT integration

Microsoft Deployment Toolkit (MDT) is a Solution Accelerator for operating system and ap-
plication deployment. MDT supports deployment of client and server operating systems. It
can be used as a standalone or integrated into Configuration Manager. By integrating MDT
into Configuration Manager, you gain the ability to use the additional templates, actions, and
customized boot images and to call external scripts, databases, web services, and much more
to enhance and streamline your operating system deployment needs.

To integrate MDT with Configuration Manager, install MDT on your Configuration Manag-
er site server or on any computer with the console installed that you might use to edit a task
sequence. After you install MDT, follow the simple Configure ConfigMgr Integration Wizard,
shown in Figure 6-3.
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Configure ConfigMgr Integration .

gj Options

Corfimation

Specify the actions to perform.

&+ Install the MDT extensions for Configuration Manager
r C
[¥ Install the MDT conscle extensions for ConfigMgr 2012
v Add the MDT task seqg
Site server name: |CMD'I CONTOSO.NET

Site code: PO

actions to a Confighar server

" Remove the MDT extensions for Configuration Manager
-
-
-
Site server name: |C|'v'IC1.COI'JTOSO.NET

Site code: P01

‘ Mext Cancel

FIGURE 6-3 Integrating MDT with Configuration Manager,

MDT integration is relatively simple, requiring a set of binary files and XML extensions to
be copied and a Microsoft Operations Framework (MOF) file to be compiled, all of which are
done via the wizard during integration. A handful of issues could prevent this from working
smoothly, commonly permissions issues, antivirus blocking, or corrupt WMI. After integration,
you can open an existing or create a new task sequence to see all of the new options under
the MDT node in the task sequence.

Static IP address assignment

Occasionally, you might require the use of static IP addresses. You might simply want to as-
sign static IP addresses to your server systems during deployment, or DHCP is unfortunately
nowhere to be found and you must work with what you have to get the job done. Luckily, this
requirement isn't too difficult to achieve. You can assign IP addresses on a collection level or
via a custom startup script to assign the proper variables. Figure 6-4 shows an example of set-
ting collection variables for a static IP address.
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General | Membership Rules I Power Management I Deploymerts | Maintenance Windows ‘

Collection Variables |Dut of Band Management I Distribution Point Groups I Securty | Merts |

Variables:

Specify custom task sequence variables with associated values that you want computers to use
in this collection. Task sequence varables include sets of names and value pairs that supply
configuration and operating system deployment settings for 2 device. operating system. and user
state corfiguration tasks on a Corfiguration Manager client computer. You can use task
sequence varables to configure and customize the steps in a task sequence

Fitter

Name

05D AdapterEnableDHCP
05D AdapterlGateways
0SDAdapterDIPAddressList
0SDAdapterIMacAddress
0SDAdapterlSubnet Mask
0SDComputerMName

Value

false

192.168.1.1
192.168.1.227
00-15-50-01-10-40
255.255.255.0

FIGURE 6-4 Configuring collection variables for a static IP address.

You can also create task sequence bootable media, which will generate a dialog box to
enter the above information. Having bootable media is a requirement since it's expected that
if you can PXE boot, you already have an IP address and don't need to statically assign an ad-

dress in this manner.

1. Insert bootable media and click Configure Network Settings on the first page of the
Task Sequence Wizard.

m

Welcome to the Task Sequence
Wizard

((Fl,  This media is not password protected. Click next to
continue.

Password: I
Configure network settings. DHCP is used unless
otherwise specified.

| Configure Network Settings... I

Configure Proxy Settings. .. |

< Previous Next > Cancel
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2.

Supply your IP settings and click OK.

Task Sequence Wizard

Configure Static IP Network Settings

Selecta netu\kk interface to spedfy netwark
settings. If you do not spedfy settings for the
network interface, Dynamic Host Configuration

Protocol (DHCF) will be used. IPen s
Subnet Mask:
Network interfaces: Default gateway

Intel 21140-Based PCI Fast Ethernet Adapter NS server:
DNS suffixes:

WINS server:

Physical address:

=

00:15:50:01:10:40

192 . 168 . 1 . 99
255 . 255 . 255 . O
192,168, 1 . 1

192 . 188 . 1 . 1

INKBAL.COM

3. Verify that the IP address was assigned correctly by viewing the X:\\Windows\Temp\

SMSTSLog\SMSTS.log file.

Enumerating available network adapters.

Reading adapter informaion for "Intel 21140-Based PCI Fast Ethernet Adapter (Emulated)”
Applying settings for Intel 21140-Based PCI Fast Ethernet Adapter (Emulated)

SetGateway("192.168.1.1")

EnableStatic("192.168.1.99", "2535.255.255.0")
SetDMS5erverSearchOrder("192.168.1.10")
SetDMS5uffisearchOrder("INKBAL.COM")
SetGateway("192.168.1.1")

Executing command line: X:\windows\system32\emd.exe /k

OSDPreserveDriveletter

Configuration Manager 2012 SP1 includes a new variable to control the behavior of the drive
letter assignment. This variable determines whether or not the task sequence uses the drive

letter captured in the operating system image WIM file when applying that image to a desti-
nation computer.

Setting OSDPreserveDrivelLetter=YES will deploy the operating system to the drive from
which it was captured (see Figure 6-5). For instance, the install.wim is captured with the c:\

drive as the destination disk, so that would hold true with OSDPreserveDriveletter set to true.

In some cases, this setting does not produce the desired affect, but in most cases this will
work fine.

Value:

Properties | Options

Type: |Set Task Sequence Vanable
Name: |Set Varizble for Drive Letter
Description: Only applicable with CorfigMar 2012 SP1

Enter the task sequence variable name and value.

Task Sequence Variable: |OSDPresBNeDnvaLeﬂar

|True|

FIGURE 6-5 Setting the variable for the drive letter.
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SMSTSPostAction

The SMSTSPostAction task sequence variable is a very handy addition and gives you the
ability to specify a command to be run after the task sequence completes. For example, you
can use this variable to specify a reboot action after the task sequence deploys an operating
system to the device (see Figure 6-6).

Typically you would just add a simple restart computer step to a task sequence, but if you
are trying to get Group Policy to process faster, this would not work since the task sequence
disables Group Policy Object (GPO) processing during the task sequence. The SMSTSPostAc-
tion gets around this implication and offers many other possibilities as you can likely imagine.
Additionally, it does not matter where you set this variable in the task sequence since it will be
processed at the end regardless of location.

Properties ,m‘
Type: |Set Task Sequence Variable ‘
Name: |Set Task Sequence Variable ‘
Description: Used to restart the Task Sequence after it completes. -~

Enter the task sequence varzble name and value

Task Sequence Variable: |SMSTSPostAc:tion ‘

Value |shutdown A ~ ‘

FIGURE 6-6 Configuring the task sequence to restart after it completes.

Extending task sequence logging

Logging in Configuration Manager can certainly be overwhelming at times. There are log
files for just about everything, but the primary log file for operating system deployment is
the SMSTS.log file, which will grow and grow and grow, depending on the size of your task
sequence. One challenge is finding what you are looking for in the log, which can be compli-
cated by the fact that once the log fills up, it rolls over and a new log file is created. By default
only one rollover log is maintained and the rest of the log is purged.

When it comes to logging, sometimes more is better. Luckily, the Configuration Manager
team has provided the ability to extend logging so you can have more to work with if you are
troubleshooting something or simply want to verify what happened. CCMLOGLEVEL, CC-
MLOGMAXHISTORY, and CCMLOGMAXSIZE all are configurable in the installation properties
of the ConfigMgr Client Installation step of the task sequence. By setting these variables, you
will gain more robust logging (see Figure 6-7):

m CCMLOGLEVEL=0 Turns on verbose logging.
m CCMLOGMAXHISTORY=6 Sets the number of log files to keep.
m CCMLOGMAXSIZE=2621440 Sets the log size to 2.5 MB.
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Properties | Options

Type: |Setup Windows and Corfighar |
MName: |Setup Windows and ConfigMar |
Description: -~

w

Site assignment and configuration will be automatically specified. Specify any additional
installation properties to use when instaling the Corfiguration Manager client.

Package: |Corrfigumtion Manager Client Package | | Browse... |

Installation properties:  |CCMLOGLEVEL=0 CCMLOGMAXHISTORY=6 s
CCMLOGMAXSIZE=2621440

FIGURE 6-7 Configuring logging options.

Applications

Applications in Configuration Manager give you as the administrator flexibility in application
delivery. An application can be targeted either at a user, at a device, or at the user’s device
without having to know what the device name is before deployment. The application model
has very granular control with requirements, dependencies, supersedence, revision control,
and conditions.

Chassis type global conditions

Global conditions in Configuration Manager 2012 are rules that represent business or techni-
cal conditions that can be used to specify how an application is provided and deployed to
client devices. Global conditions can be created from the Global Conditions node of the
Configuration Manager console or from within the Create Deployment Type Wizard. Global
conditions are accessed and used from the Requirements page of the Create Deployment
Type Wizard. With the ability to target applications to laptops, desktops, or dervers, you can
leverage the flexibility of Global Conditions within the new application model of System Cen-
ter 2012 Configuration Manager.

When leveraging requirements within the application model, you can select a global con-
dition for chassis type, which will then be evaluated before the content is downloaded from
the server. This feature precludes the requirement for a collection evaluation or refresh unlike
setting these types of criteria on collection queries. As a result, the process is more efficient
then in prior versions of Configuration Manager.

MORE INFO For details about how to set up chassis-type global conditions, go to http://
blogs.technet.com/b/brandonlinton/archive/2013/01/30/configmgr-2012-chassis-type-
global-condition.aspx.
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Installing applications that require interaction

Sometimes you run into a stubborn application that just won't install during your task se-
quence. Perhaps you have gone down the road of initial troubleshooting by trying to install
the application outside of the task sequence as a package or application and found that
works fine. Perhaps you even tried manually running and the application works without a
hitch. So why can't you get this stubborn application to install during your task sequence?

In Windows Vista and above a security feature was implanted to isolate services in session
0 and make them non-interactive. Unfortunately, Configuration Manager task sequences run
under the system context in session 0, so any application that requires interaction will fail or
simply sit and time out. Luckily, the MDT Solution Accelerator team thought of this for User
Defined Installations (UDI) and developed a handy executable that launches in a user session
and makes the process interactive and visible to the technician and task sequence.

The following example shows how to launch an executable with ServiceUl.exe from the
Microsoft Deployment Toolkit:

ServiceUI.exe -process:tsprogressui.exe YourApplication.exe

Application logging

One thing that is frequently overlooked is logging when packages and applications are cre-
ated and put into Configuration Manager. Becausethis isn't a requirement and because most
of us are overworked, this step is easily forgotten event though it is essential to good package
procedures and troubleshooting efforts.

Most common installers, such as InstallShield and Wise, offer logging capabilities in their
applications, which can be used for advanced troubleshooting when things don't go right.
Here are a couple of quick examples:

Msiexec /I yourapplication.msi /gb! /T*v"%WINDIR%\Temp\YourApplication.log"

Setup.exe /s /log "%WINDIR%\Temp\YourApplication.log"

Troubleshooting

Operating system deployment troubleshooting is a “Where's Waldo” of log files. With so
many different logs and locations to look for things, it becomes a talent to master just the
troubleshooting end of operating system deployment. Even after finding the logs and their
locations, how do you decipher the detailed output in the logs? Luckily, an extensive list of
online TechNet documents list all of the log files and what they are for. Now you just need
to know how to use the best tools to read them, have a basic understanding of what to look
for and where, and, during testing, set up central logging to make things easier on failed
deployments.
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CMTrace

The Configuration Manager Toolkit includes a utility called CMTrace.exe that is an advanced
log file viewer that can open and read live log files and can also merge multiple log files into
a single file with sorting options and error code lookups. Additionally, CMTrace will highlight
certain parts of the log, such as errors, failures, warnings, and informational messages with
the appropriate colors to make it easier to find information in the log file. Follow these steps
to use CMTrace.

1. Open CMTrace.exe and find the error code that you want to research.
2. Select the Error Lookup option from the Tools menu or press CTRL+L.

3. Type the error and you should see a friendly, formatted message:

o coges | st0701C

The printer is out of paper.

Source: Windows

Merging log files can be incredibly beneficial when trying to trace the flow of an issue. Fol-
low these steps to use CMTrace to merge log files.

1. Open CMTrace.exe and then press CTRL+O to access the Open dialog box.

2. Select the files you want to merge, select the Merge Selected Files check box, and click
Open.

Troubleshooting CHAPTER 6
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Lookin: | . D113609

v| G F e E

Name

| Panther
#8DD.LOG
:] dism.log

& NetSetup LOG

:’ | SCCMClientHotfixPath.log
:] smsts.log

:] smsts-20130710-173138.log
:]ztibackup.log
:]ZTICoalesce.log
:]zticonﬁgure.log
:]zticopylogs.log
:]ZTIGather.log

o otinen e [
<

Date modified

8/13/2013 3:20 PM
8/13/2013 3:20 PM
8/13/2013 3:20 PM
8/13/2013 3:20 PM
8/13/2013 3:20 PM
8/13/2013 3:20 PM
8/13/2013 3:20 PM
8/13/2013 3:20 PM
8/13/2013 3:20 PM
8/13/2013 3:20 PM
8/13/2013 3:20 PM
8/13/2013 3:20 PM

Q12 LINTD 2020 NRA

File name: |"smsts—2{]13ﬂ?1{}—l?3138.lcg" "smsts.log” v|

Files of type: | LogFiles (*log)

v]

[ J1gnore existing lines
Merge selected files

3. Now that you have a merged log file, you can also apply a filter to find just what you
are looking for in the merged log files. Select Tools, Filter to access the filter settings

(shown in the following screenshot).

Select the fitering options for this window. Log statements that do
not meet all of the crteria will not be displayed

[ Fitter when the Entry Text

|i5 equal to [v] ||

[ Fitter when the Component

|is equal to v ||

[] Fiter when the Thread

|i5equa|tc v”ﬂ

[ Fiter when the Time

Jis equal to v|[ 7112013 @~ |[ 248:21 PM

Log locations

Configuration Manager log files are stored in a variety of locations, depending on the process
that creates the log file. Table 6-1 lists some typical log locations where you might find log

files depending on what point the system is at in the deployment process.
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TABLE 6-1 Typical log file locations

Scenario Typical location
WinPE before formatting HDD X:\Windows\Temp\SMSTSLog
WinPE after HDD is formatted X\SMSTSLog

C:\_SMSTaskSequence\logs\smstslog

Windows OS during Task Sequence execution C:\_SMSTaskSequence\Logs\SMSTSLog

Windows OS after ConfigMgr Agent is installed and | %WINDIR%\system32\CCM\Logs\SMSTSLog
initialized

After Task Sequence Execution is completed %WINDIR%\CCM\Logs
Workgroup and Domain join log %WINDIR%\debug\NetSetup.LOG
Windows Setupact and Setuperr logs %WINDIR%\Panther

Centralized logging

As mentioned earlier, MDT Integration gives you a lot of flexibility and control during operat-
ing system deployment. When it comes to troubleshooting log files you can see that there are
a number of logs and a number of locations to find these logs, which can be daunting when
under pressure.

MDT has a variable called SLShare that you can use in MDT Integrated task sequences to
find all of the common log files and copy them up to a file share when the task sequence is
complete. This makes troubleshooting a breeze as you can simply open your file share and
review the logs that have been copied and placed in a folder named for the machine that was
deployed.

Setup is simple: just create a share on your site server or somewhere on your network and
set the SLShare variable in your task sequence or customsettings.ini file. Once completed,
folders will be created under the Logs directory for each machine, like the example shown in
Figure 6-8, which uses the following share:

SLShare=\\CMO01\Packages$\OSD\Logs

Troubleshooting
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Logs » MyMachine

Mame Date modified Type Size
. Panther 7/11/2013 222 PM  File folder

% BOD.LOG 7/11/2013 2:22 PM LOG File 107 KB
5 dism.log 7/11/2013 2:22PM  LOG File 537 KB
5] NetSetup LOG 7/11/2013 2:22PM LOG File 13 KB
5 sCCMClientHotfixPath.log 7/11/2013 222PM LOG File 3KB
5] smstslog 7/11/2013 2:22PM  LOG File 457 KB
5] smsts-20130710-173132.log 7/11/2013 2:22PM  LOG File 97T KB
55 stibackup.log 7/11/2013 2:22PM LOG File 1KB
55 ZTICoalescelog 71172013 222 PM LOG File 2KB
% zticonfigure.log T11/2013 2:22 PM LOG File 19KB
|E zticopylegs.log 71172013 2:22 PM LOG File 4KB
5] ITIGatherlog 7/11/2013 2:22PM LOG File 46 KB
E ztigroups.log 7/11/2013 222 PM LOG File 3KB
5 stimovestatestore.log T/2013 222 PM LOG File 1KB
5] ITINicConfig.log 7/11/2013 2:22PM  LOG File IKB
2 tioptinJog 7/11/2013 2:22PM LOG File 1KB
5] ZTISCCMUIog 7/11/2013 2:22PM  LOG File 18KB
% ztisetbackground.log T11/2013 2:22 PM LOG File 4KB
5 stitatoo.log 7/11/2013 2:22PM  LOG File 2KB
5] ITIValidatelog 7/11/2013 2:22PM LOG File 2KB

FIGURE 6-8 OSD log files.
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